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Three Research Projects

» Apps: Mobile App Privacy Compliance
2 Web: Global Privacy Control

5 Al Models: XAl Privacy
=> Structural Compliance



Project 1: Apps
Mobile App Privacy Compliance



Motivation

The California Online Privacy Protection Act requires app publishers to
have a privacy policy and transparently disclose data practices
(California Business and Professions Code Sections 22575-22579)

- System to evaluate how many apps have a privacy policy, whether the

policies follow legal requirements, and analyze discrepancies between apps
and policies



Compare App Behavior to Privacy Policies

[ Privacy Policies Mobile Apps ]

Policy Analysis App Analysis
(Machine Learning) (Static Code Analysis)

[ Compliance with Privacy Requirements ]




Project 2: Web
Global Privacy Control



GPC signal detected. Test against the reference server .

GLOBAL PRIVACYCONTROL ABOUT SPEC FORUSERS FORIMPLEMENTERS DOWNLOAD ORGANIZATIONS PRESS FAQ

Take control of
your privacy.

Online privacy should be accessible to everyone. It starts
with a simpler way to exercise your rights.

GET STARTED ( GET INVOLVED >

https://globalprivacycontrol.org/



https://globalprivacycontrol.org/

What is GPC?

Global Privacy Control (GPC) is like a
little robot sending a do-not track signal

For all sites you visit or just some
For web, mobile apps, ...

Wait a minute, don't we already have DNT?

L Q' Find in Settings

and content. If a site seems broken, try turning off tracking protection for that site to
load all content. Learn how

@ Home
Q Search

EJ Privacy & Security

€§3 General Firefox recommends using the “Fix site issues” settings to reduce broken site features

() Custom
Choose which trackers and scripts to block.

Q Sync

Website Privacy Preferences

Firefox Labs Tell websites not to sell or share my data Learn more Fi refox 147 . O . 1 G PC Setti n g

GPC proiect site: httos://elobalorivacvcontrol ore/


https://globalprivacycontrol.org/

a, Archive - Attorney General Becerra

oq

#CCPA requires businesses to treat a user-enabled global privacy
control as a legally valid consumer request to opt out of the sale of their

data.

CCPA opened the door to developing a technical standard, like the GPC,
which satisfies this legal requirement & protects privacy.
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Connecticut, California and Colorado Announce
Joint Investigative Privacy Sweep

States Investigating Businesses Refusing to Honor Consumers’ Right to Opt-
Out of the Sale of Their Personal Information

(Hartford, CT) — Connecticut Attorney General William Tong and the attorneys general of California and
Colorado and the California Privacy Protection Agency today announced an
an easy-to-use browser setting or extension
that automatically signals to businesses a consumer’s request to stop selling or sharing their personal
information to third parties. As part of the sweep announced today, the coalition sent letters to businesses
that do not appear to be processing consumer requests to opt out of the sale of their personal information
submitted via the GPC as required by law and requested that those businesses come into immediate
combpliance. This sweeb reinforces the three states’ 2025 Data Privacv Dav educational efforts on the
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Integrating GPC into the
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Abstract

This document defines a sianal, transmitted over HTTP and throuah the DOM., that convevs a person's reauest

GPC specification: httbs://w3c.eithub.io/ebc/


https://w3c.github.io/gpc/

Project 3: Al Models
XAl Privacy



Motivation

Make
Al Models Compliant
with the Law



Case Study: Disaster Relief

Scenario Law

The Texas Division of Emergency Section 552.053, Texas Responsible Al
Management (TDEM) intends to create a Governance Act

grant system for homeowners to hurricane- ., ,
A governmental entity may not use ... an

proof their properties. artificial intelligence system that evaluates ...
TDEM creates an environmental risk score a natural person ... based on social behavior
applied by an Al system to pre-screen each or personal char: istics ... with the intent to
grant application. calculate—a social score ... that may result
7. (1) detrimental ... treatment of a person ...
in a social context unrelated to the context in

i which the behavior or characteristics were
Causallty observed ...”
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The Big Picture



Structural Asymmetries

* Automation: Data collection and use are largely automated while user protection
mechanisms often require manual intervention

* Knowledge: Users are generally left in the dark about how their data is collected, used,
and to whom it is disclosed

* Economics: Data often holds only minimal financial value to a single individual but
aggregated at scale has substantial economic value for companies

* Jurisdictions: Most laws apply locally, yet the Internet and many other software
systems are global

* Enforcement: Enforcement of laws is reactive and happens on an individual basis while
non-compliance happens as a system emerges on a broad scale



Upholding the Rule of Law Online

* The Legal Deficit: If software systems do not behave according to the law, we can not
fully realize their full potential, especially, for sensitive tasks (e.g., healthcare,
employment)

* Why build law into systems? To ensure that the rule of law is effective and efficient
online instead of dealing with two separate worlds

* “Code is (Mostly Not) Law”: Left to itself, software architecture prioritizes optimization
and engagement, not democratic legal norms

* The Objective: Evolve systems so that they inherently adheres to the law through their
very design



Defining Structural Compliance

* What is Structural Compliance? A system design concept that ensures a system’s
technological structure inherently guarantees behavior that aligns with legal norms

* Related concepts:

» Privacy by Design: Structural compliance extends beyond privacy and does not
require that a system’s initial design is compliant but that it can be retrofitted

» Code is Law: Code does not displace legal systems but structural compliance uses
code as an execution and enforcement mechanism to satisfy applicable laws

5 Contextual Integrity (Cl): Structural compliance can leverage Cl to determine the
context boundaries where a law should be applied

* System Properties vs. System Behaviors: Structural compliance relies on technical
system properties (e.g., differential privacy) to guarantee specific behavior compliant with
the law (e.g., anonymity, transparency, or data minimization)



What Systems Are We Talking About?

* The Web and Internet: E.g., exercising opt-out rights via built-in opt-out mechanisms
like GPC

* Al Models: E.g., guardrails for not disclosing personal data used for training

* Hardware and physical infrastructure?



The “Translation” Task:
Law as a Software Development Artifact

* A major challenge lies in the “translation” of legal prose into quantitative criteria and
executable code (“Where is the science?”)

* Traceability: Establishing a verifiable pipeline from a high-level legal statute down to
system specifications and implementations

* Privacy Policies as Software Development Artifacts: E.g., generating privacy policies
from mobile app code (“Who is responsible?”)

* Different Mappings: A single technical mechanism may require entirely different legal
mappings depending on the jurisdiction in which it is applied



Structural Compliance vs. Innovation

* The Risk of Stifling Innovation: If a system is unyielding, it loses the flexibility
necessary for updates, evolution, and innovation

* Simply “hardcoding” laws is also disadvantageous as it risks freezing systems in time

* The Challenge: How do we build systems that are structurally lawful yet dynamically
flexible?



Bridging Law and Code

* Decoupling Law and Code: Laws change slowly through legislative processes;
systems are developed and evolved much faster. They cannot be directly coupled

* Mediators (Steps for the Bridge): Technical standards (e.g., at the W3C), regulations,
or even just FAQs on a state attorney general website act as flexible abstraction layer(s)
between statutory requirements and code implementation

* Living Standards, Regulations, etc.: They can be dynamically evolved to adapt to new
system capabilities, threats, and user needs



Co-Designing Law and Technology

* Lawmaking: While natural language is inherently vague and ambiguous, legislate with
an eye towards technological feasibility

* Enforceability: Future laws should be written with automated enforcement in mind,
supporting the creation of technical standards

* Agency Regulation: Regulatory agencies can use administrative rulemaking to provide
necessary elasticity from the legal end to match standards

* Structural Compliance Requirement: Law can require structural compliance



Why Implement Law into Systems?

* Laws Give People Rights: Privacy, Anonymity, ...
* Values Behind Rights: Personal Autonomy, ...

* Computer Science moves to higher level of abstraction



Thank Youl!

Questions and Discussion

Sebastian Zimmeck, szimmeck@wesleyan.edu
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