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What is the problem?

Website data collection is 
not transparent.

Especially by integrated 
third parties.
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Current privacy notices, e.g, privacy policies, do not help 
much:

● They are often lengthy and time-consuming to read

● They do not always accurately describe how data is 
actually processed



What is the solution?

Dynamic In-browser 
Privacy Notices
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Effects of Transparency

1. Directly: People are better informed 
and have more trust in websites they 
visit
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2. Indirectly: Site operators 
better understand their sites 
and are incentivized to establish 
good privacy practices
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Rule-based
Machine Learning

Privacy Pioneer
Browser Extension for Simulating 
In-browser Privacy Interfaces
https://github.com/privacy-tech-lab/privacy-pioneer 

Who Receives 
Which Data?

https://github.com/privacy-tech-lab/privacy-pioneer


HTTP Request and Response Analysis
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             Deterministic

● URL lists

● Regular Expressions

● Attributes

                Probabilistic

● TinyBERT Machine learning 

model for location data to better 

understand the context of locations
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TinyBERT Model Performance
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Data Type F1 Score

City 0.84

Region 1.00

Latitude 0.94

Longitude 0.91

Zip 1.00

Average 0.94

Test set with 533 total instances ~106 per data type

TinyBERT 
(59Mb)



Privacy Pioneer 
Demo
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Usability Study

Participants completed three tasks using Privacy 
Pioneer and afterwards filled a survey
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Usability: Understanding

82% of study participants found the Privacy Pioneer interfaces easy to understand

13



Usability: Utility

90% of study participants found the Privacy Pioneer interfaces useful
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Key Takeaways

- We need more transparency of websites’ data collection and sharing practices 
to (1) help users understand sites’ collection and sharing practices and (2) 
motivate website operators to be privacy-sensitive

- Dynamic privacy analysis in the browser is (1) accurate and (2) feasible
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