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Hmm, I wonder if I 
need a privacy policy 
for my app. Also, what 
should I write in there?

I am lost …

Don’t worry! I got you covered. Here 
is the privacy analysis of your app.
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Current Policy Generators Could Do Better

• Iubenda, TermsFeed, 
Termly …

• Completely questionnaire-
based

• Generators’ compliance 
with laws sometimes 
problematic

• Permission use not  👉
accurately reflected

• Library use not accurately
reflected



PrivacyFlash Pro

• Browser-based 
desktop app

• Python, JS, …
• https://github.com/

privacy-tech-
lab/privacyflash-pro

Static Code Analysis

• Analyze Swift 
source code and 
(un)compiled third 
party libraries

• Data is processed 
locally

API Identification

• Identifies privacy 
practices using 
PLIST permission 
strings and other 
evidence 
contained in spec

Questionnaire Wizard

• Fine tune results in a 
guided wizard that 
automatically live 
updates policy as 
changes are made

Privacy Policy

• Generates a 
privacy policy as 
html file adhering 
to accessibility 
requirements

PrivacyFlash Pro (PFP) Automates Policy Creation

https://github.com/privacy-tech-lab/privacyflash-pro


(1) Plist Permission Strings

Static Code Analysis

(2) Framework Imports

(3) Class Instantiations

(4) Authorization Methods

(5) Entitlements
(only for some privacy  
practices, e.g., Health)

B. Signature Detection in
App and Library Files

C.
Privacy Policy Generation

A.
iOS API Evidence Spec

Plist used by 1st and 3rd parties.
Must be all in 1st party files for 1st 
party practices and in 3rd party files 
for 3rd party practices. But (6) Add-
itional Evidence suffices in 3rd party 
files if an Authorization Method is 
in 1st party files (and vice versa).
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How Does PFP Work?



1.
Privacy Laws

2.
Tooltips 1.

2.

2.

PFP is ”awesome“



Demo

DEMO-TIME





How Well Does PFP Work?
Tested on:
• Our own app
• 10 open source apps
• 40 apps from iOS developers 

who reported results to us (Tables V 
and VI)



Use by Developers

• Usability study with 40 iOS 
developers

• Most developers find 
creating a policy with PFP is 
easier compared to their 
previous method of 
creating a policy 👉

• Net Promoter Score: 
“How likely is it that you 
would recommend 
PrivacyFlash Pro to a friend 
or colleague?” → 42.5



The Big Picture

• The behavior of software has 
an impact in the real world
→ privacy policies for 
transparency and as a legal 
safeguard
• How can developers become 

better at creating privacy 
policies? → establish policy 
generation as a native 
extension of the software 
development process



Main Takeaways

• Automate privacy policy generation for iOS apps with PrivacyFlash Pro
• Extension to other platforms beyond iOS and ”nutrition labels”
• Integrate privacy policy creation into software development

• Thank you! Questions?

• Our code: https://github.com/privacy-tech-lab/privacyflash-pro

• Our lab: https://www.privacytechlab.org/

https://www.privacytechlab.org/
https://www.privacytechlab.org/

