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What is GPC?
 Global Privacy Control (GPC) is like a 

little robot sending a do-not track signal
 For all sites you visit or just some
 For web, mobile apps, …
 Wait a minute, don’t we already have DNT?

→ Yes, but it is not enforceable

GPC project site: https://globalprivacycontrol.org/ 

 Firefox 147.0.1 GPC setting

https://globalprivacycontrol.org/






Integrating GPC into the 
Structure of the Web

GPC specification: https://w3c.github.io/gpc/

https://w3c.github.io/gpc/


Measurements

Enabling GPC initially reduces the number of intractable 
cookies by 30% on average, with a further 32% reduction 
possible on subsequent visits by rejecting the banners.

Rasaii et al., PETS 2025, https://arxiv.org/abs/2506.11947.

We are doing quarterly web crawls. 

Data publicly available: https://github.com/privacy-tech-lab/gpc-web-crawler 

https://arxiv.org/abs/2506.11947
https://github.com/privacy-tech-lab/gpc-web-crawler


 Who determines what the GPC signal means?
→ EDPB (guidelines and consistency mechanism)
→ National DPAs (e.g., CNIL, DPC, BfDI) enforce

 Under the GDPR sending a GPC signal could be interpreted as the 
withdrawal of consent and objection to the processing of personal data by 
third parties, Art 7(3) and 21(5)
→ No banners for targeting cookies
→ Could be broader

 Digital Omnibus is an opportunity!

GPC in the EU

 Paper: https://arxiv.org/pdf/2512.08856

https://arxiv.org/pdf/2512.08856


GPC in the EU

 From practice to theory: Not coming up with a 
framework that everybody implements

 The other way around: 
Implementation → What to do with it 

 That is also how standards work; real-life best 
practices that are established, then compiled



GPC in the EU



The Big Picture
 Start narrow, then broaden 
 Change the structure of the system
 Ads are OK, but they should not violate people’s privacy
 Try to keep the web innovative and private
 Why it is not a good idea to implement a fully technically self-

enforceable system
 If you are interested in participating in a workshop on automated 

privacy signals with the EU Commission on May 18 in Brussels (or 
online), let me know (szimmeck@wesleyan.edu)
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