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GPC signal detected. Test against the reference server .

GLOBAL PRIVACYCONTROL ABOUT SPEC FORUSERS FORIMPLEMENTERS DOWNLOAD  ORGANIZATIONS PRESS FAQ

Take control of
your privacy.

Online privacy should be accessible to everyone. It starts
with a simpler way to exercise your rights.

https://globalprivacycontrol.org/


https://globalprivacycontrol.org/

GPC is like a little robot pushing the opt-out button
Opt out for all websites or just some

For websites, mobile apps, ...

Consumers have a right to opt out on every
“device,” i.e., “any physical object that is capable of
connecting to the internet ... .” CCPA §1798.140(0)
Whether you go through the Ul or send a signal, the
effect should be the same



Wait a minute, don’t browsers have Do Not Track already?

Settings Q_ do not track

You and Google € Third-party cookies (?) = Filter sites on page

Autofill and passwords
A site you visit can embed content from other sites, for example, images, ads, and text. Cookies set by

Privacy and security these other sites are called third-party cookies.

Performance ()  Allow third-party cookies

Al innovations . .
. s Block third-party cookies

Appearance
@ Sites can't use third-party cookies to personalize content and ads, and learn about actions

Search engine you take on other sites, unless you allow related sites to access them

Default browser Sites can still use cookies to see browsing activity on their own site

2o Tt Site features that rely on third-party cookies may not work

Languages . s
Allow related sites to see your activity in the group

A company can define a group of sites that can use cookies to share your activity in the
group. This is off in Incognito.

Downloads

Accessibility
Advanced
System
Send a "DEIMIEER" request with your browsing traffic
Reset settings Sites use their discretion when responding to this request

Google Chrome Version 150.0.7871.47 (July 2026)



* California Consumer Privacy Act
Colorado Privacy Act E U ?

Connecticut Data Privacy Act

New Jersey Privacy Act

Oregon Consumer Privacy Act
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Connecticut, California and
Colorado Announce Joint
Investigative Privacy Sweep

States Investigating Businesses Refusing to Honor Consumers’ Right to Opt-
Out of the Sale of Their Personal Information

(Hartford, CT) — Connecticut Attorney General William Tong and the attorneys general of California and
Colorado and the California Privacy Protection Agency today announced an investigative sweep involving
potential noncompliance with Global Privacy Control, or GPC, an easy-to-use browser setting or extension
that automatically signals to businesses a consumer’s request to stop selling or sharing their personal
information to third parties. As part of the sweep announced today, the coalition sent letters to businesses
that do not appear to be processing consumer requests to opt out of the sale of their personal information
submitted via the GPC as required by law and requested that those businesses come into immediate
compliance. This sweep reinforces the three states’ 2025 Data Privacy Day educational efforts on the
GPC.

https://portal.ct.qov/ag/press-releases/2025-press-releases/connecticut-california-and-colorado-announce-joint-investigative-privacy-sweep
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Building Privacy into the
Structure of the Web
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How Does GPC Work?

* HTTP Header
* DOM Property




Research Questions

RQ1: Ul Opt-out Evaluation

For a set of 100 popular Android apps, do those apps enable California residents to opt
out per the CCPA?

RQ2: GPC Opt-out Evaluation

For a set of 1,811 popular Android apps, what effect does sending GPC signals have for
opting out per the CCPA? What effect does disabling the AdID have?



RQ1: Ul Opt-out Evaluation



X

Do Not Sell or Share My Personal
Information

As described in our California Privacy Notice, we
may share your personal information with third
parties for advertising purposes. To opt out of this
sharing, please disable the toggle below. For more
information regarding Tuneln's privacy practices,
see our Privacy Policy.

More Information

Manage Services
SDK List >
Manage Consent Preferences

Strictly Necessary Cookies  Always Active >

Sale & Share of Personal
Information . >

Powered by OneTrust

Confirm My Choices

@ =V H78%

1:55 >-

Do Not Sell or Share My Information Q

aws, please open our Privacy Preferences center by

clicking the link on the footer of vividseats.com.

If you are a resident of California, Colorado,
Connecticut, Delaware, lowa, Montana, Nebraska,
New Hampshire, New Jersey, Oregon, Texas, Utah, or
Virginia, and wish to exercise your right to opt out of
the “sale” or “sharing” of your contact or similar
information or to opt out of the processing of your
data for targeted advertising, please complete the
following form:

Email Address*

State of Residence*

By submitting this form, | confirm that | am a
resident of the state above or | have the legal
authorization to do so on behalf of such person, and
that the information | have provided is accurate.

Submit Request

For more information about our privacy practices

and any additional rights you may have, please

review our Privacy Policy.

&< Ads

Reset advertising ID

Opt out of Ads Personalization

Instruct apps not to use your advertising ID to
build profiles or show you personalized ads.

Ads by Google

Your advertising ID:
9d9c¢5777-32b0-47b2-8379-a5ecf9fa7bdd

Opt out of interest-based ads?

You will still see ads, but they may not he
based on your interests.

Note if you clear your cache, you will lose
your opt-out setting.

CANCEL OK



Count Confidence Interval

Opt-out Right Setting 30 21%-39%
Generic/SDK/Cookie Opt-Out Setting 8 3%—13%
Opt-out Right Form 10 4%-16%
Privacy Policy Link 45 35%—55%
No Opt-out Setting or Privacy Policy Link 7 2%—12%

Only 48 of the 100 apps we evaluated implement the legally mandated CCPA opt-out
setting, which suggests that CCPA opt-out right compliance on the Android platform is
generally low.



RQ2: GPC Opt-out Evaluation



Privacy Preference Signals Privacy Flags

@ cLoBaL Tt : US}Priwau:*;.nr String
CONTROL ' ,J' r“ 57 ocgle RDP
' LDU
People >  First Party Websites —— > Third Party Websites
: Streaming Services Ad Networks
Y . o News Publishers Data Brokers
( - Online Retailers Social Networks
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Google  Supersonic/Unity Vungle
rdp do_not_sell ccpa status
9, 1, % false, true, % opted_in, opted_out, %
AdID 12, 29, 71% 152, 2, 1% 339, 23, 6%
AdID + GPC 12, 30, 71% 154, 2, 1% 341, 23, 6%
No AdID 12, 31, 72% 156, 2, 1% 337, 24, 7%
No AdID + GPC 12, 31, 72% 155, 4, 3% 338, 26, 7%

Counts and percentages of apps that set company-specific privacy flags.

For example, when sending GPC signals and disabling apps’ access to the AdID, 338
apps still had the ccpa status of the ad network Vungle set to opted in while only 26
had set it to opted out, which corresponds to only 26/364 (7%) of the total apps.



Android’s Opt-out Right Gap

® Android AdID setting has no substantial
effect on apps’ opt-out behavior

® GPC: Apps’ sharing and selling of personal
information also generally continues despite
enabling GPC

® Ul: Many apps do not have a dedicated CCPA
opt-out setting, and some that do are not
propagating California residents’ opt-out
preferences to third parties



Two Settings for One Task

2> ® Android has two types of opt-out settings: the platform-

? : level AdID and app-level CCPA Ul opt-out settings. The
AdID setting is not intended for exercising the opt-out
right per the CCPA or other privacy laws

® But: if a user has disabled the AdID, operators “may not
use the advertising identifier for creating user profiles for
advertising purposes or for targeting users with
personalized advertising” [1]

® Despite this similarity the AdID setting is without legal
meaning outside the contractual relationship that Google
has with the app operators

[1] Google. 2025. Play Console Help Ads. https://support.google.com/googleplay/
android-developer/answer/9857753.



https://support.google.com/googleplay/android-developer/answer/9857753
https://support.google.com/googleplay/android-developer/answer/9857753

Re-purposing the AdID Setting

® Disabling the AdID should be interpreted as exercising
the opt-out right

® Android should surface a prompt for universally opting out
as part of the setup of a new or reset Android device

® Android could also surface such prompt upon first start of
an app that is selling or sharing personal information.

® Any prompt should contain an option for applying a user’s
preference across all apps




Legislative and Regulatory Support

® New California Assembly Bill 566, the California Opt Me
Out Act, is effective January 1, 2027 and requires
businesses to “not develop or maintain a browser that does
not include functionality configurable by a consumer that
enables the browser to send an opt-out preference signal.”

® California Assembly Bill 3048 had required businesses to
implement in mobile operating systems a setting for
consumers to send opt-out preference signals




Thank you!

California law lets residents opz out of the sale and

sharing of their data. We tested whether Android apps Sl

OPTED 0OUT

honor that choice. Across two experiments, the switch
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https://petsymposium.org/popets/2026/popets-2026-0065.pdf

Konrad Kollnig (konrad.kollnig@maastrichtuniversity.nl)

Sebastian Zimmeck (szimmeck@wesleyan.edu)
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