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We have a problem with …

… opting out!



https://globalprivacycontrol.org/

GPC: Global Privacy Control

https://globalprivacycontrol.org/


GPC is Requited by Law and Enforced by Regulators



GPC Adoption
Browsers and Extensions Consent Management Platforms

Publishers, Retailers, Companies

Check if a site supports GPC 

at https://gpcsup.com/ 

https://gpcsup.com/


The Default Problem

• Legal requirement: No default settings*
• Problem: Usability
• Solution: Activity + Generalizability

* E.g., CCPA Section 1798.185(a)(19)(A)(iii), Colorado Privacy Act Section 6-1-1313(2)(c), Connecticut Data Privacy Act Section 6(e)(1)(A)(ii)(II).

Site A
Opt Out 

Site B
Opt Out 

Site C
Opt Out 

Site D
Opt Out 



Privacy Choice Schemes
Generalize a privacy choice, for example, 

- from one website to multiple sites (banner schemes)

- via categories of sites to which a choice applies (category schemes)



Generalizable Active Privacy Choice

• Activity
•Generalizability
• In the context of GPC 

but many other use cases exist
e.g., cookie banners  



(n = 410)

The perceived level of disruption is lower for schemes with generalizability features 
than for baseline schemes and, in a less pronounced trend, for banner schemes overall. 
For the least disruptive scheme — S4-Website — 98% participants reported that 
they did not feel disrupted, a 40% point increase over baseline scheme S0-Snooze.



Main Findings

Generalizability features: 
→ Decrease opt out utility 
    slightly 
→ Increase opt out efficiency 
    substantially
→ Make opting out less disruptive 
    which was very important to most study
    participants



Recommendations

1. Regulators Should Require Publishers to 
Honor GPC Signals

2. Browser Vendors Should Integrate GPC in 
their Browsers via a Generalizable Active 
Privacy Choice Interface*

3. Publishers Should Honor Opt Outs via GPC

* No Interface also works for privacy-preserving products (e.g., the Brave browser).
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Thank You!

Paper: https://petsymposium.org/popets/2024/popets-2024-0015.pdf
GitHub Repo: https://github.com/privacy-tech-lab/gpc-privacy-choice 
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