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There are two ways to
make money online:

Collect from people:

1. money
2. data




We have a problem with ...

assius 1999 /,Rankin'. DR, http://www.metamusique.fr/2015/03/hub Mo ombass-confie-ses-

... collecting data!



Transparency

People do not know
about data collection
and sharing practices




/LiveRamp  Platform  Solutions  Customer Stories  Resources  Partners ~ Company

Opt Out of All LiveRamp Products via Email Address >
Opt Out of LiveRamp’s Third Party Cookie >

Opt Out of Data Plus Math’s Cookie >

Opt Out of LiveRamp’s Mobile Identifier >

California Residents

For more information about your rights, please see our California Privacy Notice. To exercise your rights, see Your

Privacy Choices @B.

Virginia Residents

/LiveRamp

We collect your personal information We use your data for:

We collect cookies and other personal information from your interaction with our website. You may . . .
R i ) . Store and/or access information on a device
opt out of selling, sharing, or disclosure of personal data for targeted advertising (called "Do Not Sell Strictly Necessary Cookies
or Share" in California) by clicking "Reject All" or by enabling the Global Privacy Control on a Functional
compatible browser. For additional information, California residents should visit our California Analytics
Privacy Notice and all other US residents should visit our Web Privacy Notice. To manage your Marketing

N . N N - o Personalization
privacy settings for the personal information we collect, click '"Manage Settings'. Social Media

e _ e Caenta _




Enforceability

While increasingly
laws provide people
rights to opt out, how
can those rights be
broadly enforced?




The Current Online Ad Ecosystem is not Good
for Privacy on the Web




. Global Privacy Control (GPC)



https://globalprivacycontrol.org/

GPC is like a Little
Robot Pushing the
Opt out Button
When You Visit a
Site

Opt Out
- For All Sites

- For Some Sites




Wait a minute, don’t browsers have “Do Not Track” already?

Settings Q_  do not track

You and Google

Autofill
General settings
Privacy and security

O  Allow all cookies
Performance

Appearance O  Block third-party cookies in Incognito

Search engine Block third-party cookies

Default browser

@ Sites can use cookies to improve your browsing experience, for example, to keep you signed in or

to remember items in your shopping cart
On startup

@ Sites can't use your cookies to see your browsing activity across different sites, for example, to
Languages personalize ads. Features on some sites may not work.

Downloads O  Block all cookies (not recommended)

Accessibili
ty Clear cookies and site data when you close all windows

When on, you'll also be signed out of Chrome
System

Reset settings Send a "IANRIEM request with your browsing traffic o

Preload pages for faster browsing and searching

Extensions [/ Preloads pages that Chrome thinks you might visit. To do this, Chrome may use cookies, if you allow .

cookies, and may encrypt and send pages through Google to hide your identity from sites.
About Chrome

See all site data and permissions

Google Chrome Version 112.0.5615.137 (Official Build) (x86_64)



The California Online Privacy Protection Act (CalOPPA)

22575. (a) An operator of a commercial Web site or online service that collects personally identifiable information through the Internet about
individual consumers residing in California who use or visit its commercial Web site or online service shall conspicuously post its privacy policy
on its Web site, or in the case of an operator of an online service, make that policy available in accordance with paragraph (5) of subdivision (b)

of Section 22577. An operator shall be in violation of this subdivision only if the operator fails to post its policy within 30 days after being
notified of noncompliance.

(b) The privacy policy required by subdivision (a) shall do all of the following:

(1) Identify the categories of personally identifiable information that the operator collects through the Web site or online service about
individual consumers who use or visit its commercial Web site or online service and the categories of third-party persons or entities with
whom the operator may share that personally identifiable information.

(2) If the operator maintains a process for an individual consumer who uses or visits its commercial Web site or online service to review and

request changes to any of his or her personally identifiable information that is collected through the Web site or online service, provide a
description of that process.

(3) Describe the process by which the operator notifies consumers who use or visit its commercial Web site or online service of material
changes to the operator’s privacy policy for that Web site or online service.

(4) Identify its effective date.

(5) Disclose how the operator responds to Web browser “do not track” signals or other mechanisms that provide consumers the ability to
exercise choice regarding the collection of personally identifiable information about an individual consumer’s online activities over time and
across third-party Web sites or online services, if the operator engages in that collection.



CALIFORNIA

e California Consumer Privacy Act (CCPA)

* Colorado Privacy Act '
* Connecticut Data Privacy Act N Ew e




? Archive - Attorney General Becerra
#CCPA requires businesses to treat a user-enabled global privacy

control as a legally valid consumer request to opt out of the sale of their
data.

CCPA opened the door to developing a technical standard, like the GPC,
which satisfies this legal requirement & protects privacy.

https://twitter.com/AGBecerra/status/1354850758236102656




Attorney General Bonta Announces Settlement with
Sephora as Part of Ongoing Enforcement of California
Consumer Privacy Act

Press Release / Attorney General Bonta Announces Settlement with Sephora as ...

5 E

Wednesday, August 24, 2022

Contact: (916) 210-6000, agpressoffice@doj.ca.gov

Marks strong second year of CCPA enforcement with update on enforcement efforts and new investigative sweep of businesses failing to process opt-out

request via a user-enabled global privacy control

OAKLAND - California Attorney General Rob Bonta today announced a settlement with Sephora, Inc. (Sephora), resolving allegations that the
company violated the California Consumer Privacy Act (CCPA), California’s first-in-the-nation landmark privacy law. After conducting an
enforcement sweep of online retailers, the Attorney General alleged that Sephora failed to disclose to consumers that it was selling their
personal information, that it failed to process user requests to opt out of sale via user-enabled global privacy controls in violation of the CCPA,
and that it did not cure these violations within the 30-day period currently allowed by the CCPA. Today's settlement is part of ongoing efforts by
the Attorney General to enforce California's comprehensive consumer privacy law that allows consumers to tell businesses to stop selling their

personal information to third parties, including those signaled by the Global Privacy Control (GPC).
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Check if a site supports GPC at https://gpcsup.com/



https://gpcsup.com/

Standardization at the W3C

Global Privacy Control (GPC)

Proposal 20 April 2023

Abstract

Status of This Document
¥ More details about this document

1. Introduction
Latest editor's draft:
2. Definitions https://privacycg.github.io/gpc-spec/
History:
3. Expressing a Do Not Sell Or Share Commit history
Preference .
3.1 Expression Format Edltors: . . . .
. Sebastian Zimmeck (Wesleyan University)
3.2 The Sec-GPC Header Field for HTTP
Requests Peter Snyder (Brave Software)

321 Extensibility of the Sec-GPC Field Value Justin Brookman (Consumer Reports)

3.3 JavaScript Property to Detect Preference Aram Zucker-Scharft (The Washington Posf)

Former editors:

4. GPC Support Resource Robin Berjon (Protocol Labs) (The New York Times until Sep 2022)
4.1 GPC Support Representation Ashkan Soltani (Independent)
David Harbage (DuckDuckGo)
5. Legal Effects Feedback:
5.1 User Interface Language GitHub privacycg/gpc-spec (pull requests, new issue, open issues)
6. Conformance Copyright © 2023 the document editors/authors. Text is available under the Creative Commons Attribution 4.0 International Public License;
additional terms may apply.
A. Implementation Considerations
B. Acknowledgments
Abstract
| C. References . ) . .
This document defines a signal, transmitted over HTTP and through the DOM, that conveys a person's request

«\C1 Normative references . ) . ) ) T ) . .
—_ . ) ) to websites and services to not sell or share their personal information with third parties. This standard is -
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Where is the

Science, though?
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Usability of GPC



Would People Enable GPC?

all T ==

Sync

You can create an account with us if you would like to
sync your book ks, p ds, and br ing
history across your devices.

- If you create an account, we will need to store your
data on our servers to make the sync work

- We will not sell/share any of your data or use
your data for any other purposes than syncing it

Create Do Not
Account

Global Privacy Control ()

Global Privacy Control (GPC) is an online privacy
standard in development at the W3C.

- Enable GPC to opt out from data selling/sharing

- Whether a website must respect your opt out de-
pends on local law. E.g., if you reside in California,
the California Consumer Privacy Act requires so

- Websites respecting GPC can still collect your
data and show you ads, but they are no longer
allowed to disclose your data to advertisers

Learn more about GPC

Tabs

Set your tabs to appear in a tab bar or as a tab
selector showing the number of open tabs. The tab
selector will show a tab screen when you click it.

Theme

Select a theme.

System Default

Light




Would People Enable GPC? (-4

A. Would you create an account
to log in to sync your data?

0% 20% 40% 60% 80% 100%

C. Would you like to have a
tab bar?

0% 20% 40% 60% 80% 100%

B. Would you enable Global
Privacy Control?

0% 20% 40% 60% 80%

D. Which theme would you
select?

System Default B 22%
Light W 20%
Dark I 57%
0% 20% 40% 60% 80%

100%

100%




A. What do you expect to happen if you enable GPC?

4%
81% 6% 6% 2%

WO u I d P e O p I e B Websites respecting GPC would be prohibited from giving advertisers your data

B Websites respecting GPC would be prohibited from collecting data from you

l ' n d e rsta n d B GPC signals must be respected for you and anyone else in the world
B Websites respecting GPC would be prohibited from showing you advertising

W h at G P C None of the above

B. Please explain in your own words what GPC does.

f)
D O e S . Limits data selling/sharing I 83%
Does not prevent sites to collect/use data I 46%
Applies the CCPA and other local laws R 17%
Does not prevent sites to show ads [ 13%
Protects privacy/security/safety T 10%
Is a data collection mechanism [l 8%
Limits targeting/tracking [ 4%
Is a data sale mechanism M 4%
Limitsads J 2% 1 correct

Prevents sites to collect/use data [| 2% Il Incorrect

| 4 | ' I ' | ' |
t + t +

(n=48) 0% 20% 40% 60% 80%  100%




Compliance with GPC




Are Sites Honoring GPC?
-> How to Detect GPC Compliance?
-> Based on the US Privacy String!

1. Identify Do

1YNY
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OptMeowt

OptMeowt
Compliance
Analysis

Paper Version
https://github.com/privacy-tech-lab/gpc-optmeowt#6-
installing-the-optmeowt-pets-2023-version

Continuing Work Version:
https://github.com/privacy-tech-lab/gpc-web-crawler

washingtonpost.com

A Analysis Breakdown

Do Not Sell Link

US Privacy String N

GPC Signal Sent
US Privacy String Y
Updated

Run Analysis
Stop Analysis

View All Download

Dark Mode o

washingtonpost.com

~  Analysis Breakdown

Do Not Sell Link

US Privacy String

GPC Signal Sent

US Privacy String %

Updated
Run Analysis
Stop Analysis

View All Download

Dark Mode a


https://github.com/privacy-tech-lab/gpc-optmeowt
https://github.com/privacy-tech-lab/gpc-optmeowt
https://github.com/privacy-tech-lab/gpc-web-crawler

ks =2
~—ti (L pek ) ~ql pe + & & ~1i ~—ti 3 ~l : ot 3 s o4 edp ~ti ~l P ~—l

C. Opt Outs on Crawl Set Sites with USPS (n=464)

I Opt Out Before GPC Sent [ Opt Out after GPC Sent = No Opt Out

Opt Outs 1) <

0 50 100 150 200 250 300 350 400 450




A long
way to go
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Three Upcoming Tasks




1.
Standardize
GPC and
Promote
Adoption






https://github.com/privacy-tech-lab/gpc-web-crawler



https://github.com/privacy-tech-lab/gpc-android
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Questions?







