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There are two ways to 
make money online:

Collect from people: 
1. money
2. data



We have a problem with …

Cassius 1999 / Rankin'. DR, http://www.metamusique.fr/2015/03/hubert-boombass-confie-ses-cassius-cles.html

… collecting data!



Transparency

People do not know 
about data collection 
and sharing practices



Opting Out
Even if people know about ad tracking, it is difficult to do something about it



Enforceability

While increasingly 
laws provide people 
rights to opt out, how 
can those rights be 
broadly enforced?



The Current Online Ad Ecosystem is not Good 
for Privacy on the Web



Global Privacy Control (GPC)
https://globalprivacycontrol.org/

https://globalprivacycontrol.org/


GPC is like a Little 
Robot Pushing the 
Opt out Button 
When You Visit a 
Site

Opt Out
- For All  Sites
- For Some Sites



Wait a minute, don’t browsers have “Do Not Track” already?

Google Chrome Version 112.0.5615.137 (Official Build) (x86_64)



The California Online Privacy Protection Act (CalOPPA)





https://twitter.com/AGBecerra/status/1354850758236102656





Adoption
Browsers and Extensions Consent Management Platforms (CMPs)

Privacy and Consumer Orgs

Publishers, Retailers, Companies

Adoption

Check if a site supports GPC at https://gpcsup.com/ 

Regulators
California, Colorado, Connecticut, …

https://gpcsup.com/


Standardization at the W3C



1. 
Law

2. 
Standard

3. 
Implementation



How Does 
GPC Work?
• HTTP Header
• DOM Property



Where is the 
Science, though?



Usability of GPC



Would People Enable GPC?



Would People Enable GPC? (n=49)



Would People 
Understand 
What GPC 
Does?

(n=48)



Compliance with GPC



Are Sites Honoring GPC?
-> How to Detect GPC Compliance?
-> Based on the US Privacy String!

1. Identify Do 
Not Sell Link

2. Check US 
Privacy String 

Value

3. Send GPC 
Signal

4. Re-check US 
Privacy String 

Value
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OptMeowt 
Compliance 
Analysis
Paper Version
https://github.com/privacy-tech-lab/gpc-optmeowt#6-
installing-the-optmeowt-pets-2023-version

Continuing Work Version:
https://github.com/privacy-tech-lab/gpc-web-crawler 

N
Y

https://github.com/privacy-tech-lab/gpc-optmeowt
https://github.com/privacy-tech-lab/gpc-optmeowt
https://github.com/privacy-tech-lab/gpc-web-crawler


Crawling the Web for GPC Non-compliance



A long 
way to go 
…



Three Upcoming Tasks



1. 
Standardize 
GPC and 
Promote 
Adoption



2. Crawling Sites at Scale Repeatedly Over Time

https://github.com/privacy-tech-lab/gpc-web-crawler 

https://github.com/privacy-tech-lab/gpc-web-crawler


3. What about Mobile? – GPC for Android

https://github.com/privacy-tech-lab/gpc-android 

https://github.com/privacy-tech-lab/gpc-android


Takeaways

We have created 
Global Privacy 
Control (GPC) for 
opting out from ad 
tracking

01
We are continuing 
our work so that 
GPC will be adopted 
broadly and become 
part of the web and 
mobile ecoystems

02
Crucial for success is 
the interplay of 
implementation, 
standardization, and 
legal enforcement

03
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