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• “Google Play requires developers to provide a valid privacy 

policy when the app requests or handles sensitive user or 

device information.” (Google Play Developer E-Mail, Feb ’17)

Motivation

• The California Online Privacy Protection Act also requires app 

publishers to have a privacy policy and transparently disclose 

data practices (California Business and Professions Code 

Sections 22575-22579)

� System to evaluate how many apps have a privacy policy, whether 

the policies follow privacy requirements, and analyze discrepancies 

between apps and policies to increase transparency at scale
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What are privacy requirements?

1. Apps must have a privacy policy

2. Policies have to describe data practices occurring in the apps

(e.g., describe how location data is shared with third parties)

and must not omit any practice

3. Apps must follow the described practices
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Dataset

• 17,991 free apps from the Google Play Store and their metadata 

(e.g., whether an app has a policy link or the number of reviews)

• Started crawl from most popular apps in each category and 

followed links to similar apps
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Potential Privacy Requirement Non-Compliance

� Potential privacy requirement non-compliance can be

predicted reliably and at scale

Sharing of 
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Policy Changes
0.96 0.89 0.93 46%

Collection of 
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Sharing of 
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Potential Privacy Requirement Non-Compliance

• Each app exhibits a mean of 1.83 instances of potential

privacy requirement non-compliance

• Non-compliance does not necessarily mean that a law is

violated; manual verification required
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Potential Privacy Requirement Non-Compliance

� Use app metadata to predict which app populations have

increased probability of potential privacy requirement non-

compliance
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Concluding Thoughts

• Help developers, app store owners, and regulators; 

implement our system into their workflow

• Current system piloted by the Office of the California 

Attorney General

• Extensions towards other use cases, particularly, in the 

emerging Internet of Things domain

Thank you!


