
Websites' Global Privacy Control 
Compliance at Scale and over Time

Katherine Hausladenª, Oliver Wangª, Sophie Engª, Jocelyn Wangº, 
Francisca Wijayaª, Matthew Mayª, and Sebastian Zimmeckª

ª Department of Mathematics and Computer Science, Wesleyan University
º Department of Computer Science, Princeton University



What Is the 
Problem?



Adapted from https://www.healthpopuli.com/2020/02/21/will-trade-data-for-cheaper-health-care-uscs-view-of-the-future/. 
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People Have A 
Right to Opt-out



But How?



Global Privacy Control (GPC)



GPC is like a little 
robot pushing the 
opt-out button

Opt-out on
- All sites
- Some sites
- Mobile platforms
…



What Is Global Privacy 
Control?

https://globalprivacycontrol.org/

https://globalprivacycontrol.org/


Adoption
Browsers and Extensions Consent Management Platforms (CMPs)

Privacy and Consumer Orgs

Publishers, Retailers, Companies

Adoption

Check if a site supports GPC at https://gpcsup.com/ 

Regulators

California, Colorado, Connecticut, Oregon, …

https://gpcsup.com/


Methodology

Zimmeck et al., Usability and Enforceability of Global Privacy Control, Proceedings on Privacy Enhancing Technologies 2023(2), 265-281, 
https://petsymposium.org/popets/2023/popets-2023-0052.php. 
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What Did We Find?



About Half of All Sites are Compliant
We See Incremental Improvement

US Privacy String (USPS) opt outs. 



We See Sites Slowly Adopting the Global 
Privacy Platform (GPP)

Opt outs via the SaleOptOut field in the usnatv1 and uscav1 sections of the GPP String.



Increase Impact



Future Research

Software and continuously updated data publicly available at 
https://github.com/privacy-tech-lab/gpc-web-crawler. 
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Learn More

https://www.usenix.org/conference/usenixsecurity25/presentation/hausladen 

https://www.usenix.org/conference/usenixsecurity25/presentation/hausladen
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