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The Data for Content Trade
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CALIFORNIA

e California Consumer Privacy Act

e Colorado Privacy Act
* Connecticut Data Privacy Act

* New Jersey Data Privacy Act

People Have A
Right to Opt-out



Configure your Privacy Controls and
Cookie Solution

But How?

@ Manual configuration The Lei Geral de Protegéo de
Dados Pessoais (LGPD) is the
Brazilian data protection law
Not configured aimed at enhancing Brazilian
according to the legal users’ privacy rights. If LGPD is
requirements across applicable to you — because
Europe you carry out operations in

@

Brazil (for example, because
. . your company is based in
Only technically necessary Settings Accept all Applied to all users Brazil or you use servers based
in the Brazilian territory), you

target users in Brazil or you
process personal data of an
individual that was located in
Brazil at the time of collection

Privacy Statement Provider

— you must comply with its

EDIT requirements.
CCPA Opt-Out Icon
Switzerland US State Laws
The California Consumer Privacy Act (CCPA) provides consumers with the right to opt-out - meaning, the o ) . ,
PD or GDPR legislations This option will help you
right to tell a business to stop selling their personal information. To promote consumer awareness of pplied globally, they will comply with some privacy laws
fide the Swiss data across the United States
this right, the Attorney General has developed a recognizable and uniform opt-out icon that businesses ction framework. (currently the CCPA/CPRA,
efore, a consent-based VCDPA, CPA, CTDPA and
can use on their website and in their establishments. pbach (i.e., trackers are not UCPA for California, Virginia,
bd until the user has given Colorado, Connecticut and
ent) rather than an opt-out Utah respectively). If you target
_ pach will apply. users residing in the US, you
* Download Opt-Out Icon may be required to comply with

the privacy laws of the relevant

. . . S state.
Improvmg your site experience

To provide you with a personalized experience, we use technologies on this site that collect data from and about you and may record site interactions, ing
services and recommendations, understand how you engage with our site, and improve the services we offer you. We may share your data with trusted t Complete the configuration
to use our site, you agree to our Privacy Policy and Terms of Use.




. Global Privacy Control (GPC)



GPC s like a little
robot pushing the
opt-out button

Opt-out on

- All sites

- Some sites

- Mobile platforms




What |Is Global Privacy
Control?

-
9‘-.‘

https://globalprivacycontrol.org/



https://globalprivacycontrol.org/
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Check if a site supports GPC at https://gpcsup.com/ /



https://gpcsup.com/

Methodology

Privacy Preference Signals Privacy Flags
o | iab. US Privacy String
L1 s Google RDP
First Party Websites —— >  Third Party Websites
Streaming Services Ad Networks
News Publishers Data Brokers
Online Retailers Social Networks

Zimmeck et al., Usability and Enforceability of Global Privacy Control, Proceedings on Privacy Enhancing Technologies 2023(2), 265-281,
https://petsymposium.org/popets/2023/popets-2023-0052.php.
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What Did We Find?




About Half of All Sites are Compliant
We See Incremental Improvement
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We See Sites Slowly Adopting the Global
Privacy Platform (GPP)

SaleOptOut
Not Applicable Did Not Opt Out Opted Out
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Opt outs via the SaleOptOut field in the usnatv1 and uscav1 sections of the GPP String.



Increase Impact

Focus on big publishers with many sites and
high- profile sites with many users.
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Future Research

= o privacy-tech-lab gpc-web-crawler

Code (© Issues 6 1 Pullrequests ) Discussions () Actions [ Projects [0 Wiki @ Security [~ Insights

gpc-web-crawler Public Sponsor 57 EditPins -

F main ~ ¥ 38 > 8T ( file Add file <> Code ~

GPC Web Crawler for detecting
websites' compliance with GPC privacy
preference signals at scale

* SebastianZimmeck Merg > vacy-tech-la f 7 5 ysago L) 441 Commits

cmp_api_python
&
gpc-analysis-extension
mariadb-compose emo bindmount fo
rest_api
selenium-optmeowt-crawler
well-known-crawl
.gitignore
[ FUNDINGymI
LICENSE
Makefile
README.md

_ Update README.md
compose.yaml <ing i and specify )

Software and continuously updated data publicly available at
https://github.com/privacy-tech-lab/gpc-web-crawler.
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| earn More

https://www.usenix.org/conference/usenixsecurity25/presentation/hausladen
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