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Solution: Global Privacy Control

User-enabled browser settings that automatically
communicates users’ privacy preferences (1e.

opting out of sale and sharing

of their personal

information) to all the websites they visit

HTTP header (Sec—-GPC: 1) or a JavaScript signal (navigator.globalPrivacyControl = true)

How does it work?

Privacy Preference Signal

GLOBAL
PRIVACY

CONTROL

First Party Websites

News Websites

Online Retailers

Streaming Services

Privacy Flags

iab. US Privacy String
Google RDP

DU

<> Third Party Websites
Ad Networks

Data Brokers

Social Networks

34th USENIX Security Symposium, Seattle, WA, August 2025
https://www.usenix.org/conference/usenixsecurity25/presentation/hausladen

Technical Impacts

Standardized Mechanism for
Privacy Preferences

GPC provides a machine-readable signal sent by browsers or extensions
that communicates a user’s privacy choices. This creates a universal
standard that works across sites and jurisdictions, replacing the need for
repetitive cookie pop-ups or manual opt-outs.
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, Integration with Legal
~ Compliance System

GPC is designed to align with
privacy laws such as the
California Consumer Privacy
Act (CCPA) and GDPR,
allowing companies to
automate compliance when a
user sends the signal.

Encourages Browser-Level
Privacy Design

Browser integration of GPC motivates adoption of privacy-side web

standards & shifts privacy control from website code to user-side
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380,000+ Websites Support GPC
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FUTURE WORK: EXPANDING GPC’S REACH!
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