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Background Technical Impacts Social Impacts

User-enabled browser settings that automatically 
communicates users’ privacy preferences (ie. 
opting out of sale and sharing of their personal 
information) to all the websites they visit 

How does it work? 

Standardized Mechanism for 
Privacy Preferences

380,000+ Websites Support GPC

Check if a site supports 
GPC https://gpcsup.com/ 

Integration with Legal 
Compliance System

Encourages Browser-Level 
Privacy Design

Problem 
Users have no simple 
and universal way to 
communicate and 
enforce their online 
privacy preferences 
across websites

Lack of enforcement 
of User Intent

Legal Rights without 
Practical Tools

Cookie banners & 
privacy notices  are 

overwhelming

Solution: Global Privacy Control

Empowering Users’ Digital 
Autonomy

Promoting Corporate 
Accountability

Global Movement 
Toward Privacy 
Norms

34th USENIX Security Symposium, Seattle, WA, August 2025
https://www.usenix.org/conference/usenixsecurity25/presentation/hausladen 

GPC is designed to align with 
privacy laws such as the 
California Consumer Privacy 
Act (CCPA) and GDPR, 
allowing companies to 
automate compliance when a 
user sends the signal.
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● Application in EU
● Default Settings
● Mobile Apps

GPC provides a machine-readable signal sent by browsers or extensions 
that communicates a user’s privacy choices. This creates a universal 
standard that works across sites and jurisdictions, replacing the need for 
repetitive cookie pop-ups or manual opt-outs.

Browser integration of GPC motivates adoption of privacy-side web 
standards & shifts privacy control from website code to user-side 
architecture

Gradual improvement in sites’ GPC compliance:
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