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Abstract

Privacy policies on websites are based on the notice-
and-choice principle. They notify Web users of their
privacy choices. However, many users do not read pri-
vacy policies or have difficulties understanding them.
In order to increase privacy transparency we propose
Privee—a software architecture for analyzing essential
policy terms based on crowdsourcing and automatic clas-
sification techniques. We implement Privee in a proof of
concept browser extension that retrieves policy analysis
results from an online privacy policy repository or, if
no such results are available, performs automatic clas-
sifications. While our classifiers achieve an overall F-1
score of 90%, our experimental results suggest that clas-
sifier performance is inherently limited as it correlates
to the same variable to which human interpretations
correlate—the ambiguity of natural language. This find-
ing might be interpreted to call the notice-and-choice
principle into question altogether. However, as our re-
sults further suggest that policy ambiguity decreases over
time, we believe that the principle is workable. Conse-
quently, we see Privee as a promising avenue for facilitat-
ing the notice-and-choice principle by accurately notify-
ing Web users of privacy practices and increasing privacy
transparency on the Web.

1 Introduction

Information privacy law in the U.S. and many other
countries is based on the free market notice-and-choice
principle [28]. Instead of statutory laws and regula-
tions, the privacy regime is of a contractual nature—the
provider of a Web service posts a privacy policy, which
a user accepts by using the site. In this sense, privacy
policies are fundamental building blocks of Web privacy.
The Federal Trade Commission (FTC) strictly enforces
companies’ violations of their promises in privacy poli-
cies. However, only few users read privacy policies and

those who do find them oftentimes hard to understand
[58]. The resulting information asymmetry leaves users
uninformed about their privacy choices [58], can lead to
market failure [57], and ultimately casts doubt on the
notice-and-choice principle.

Various solutions were proposed to address the prob-
lem. However, none of them gained widespread accept-
ance—neither in the industry, nor among users. Most
prominently, The Platform for Privacy Preferences (P3P)
project [29, 32] was not widely adopted, mainly, be-
cause of a lack of incentive on part of the industry to ex-
press their policies in P3P format. In addition, P3P was
also criticized for not having enough expressive power
to describe privacy practices accurately and completely
[28, 11]. Further, existing crowdsourcing solutions, such
as Terms of Service; Didn’t Read (ToS;DR) [5], may not
scale well and still need to gain more popularity. In-
formed by these experiences, which we address in more
detail in Section 2, we present Privee—a novel software
architecture for analyzing Web privacy policies. In par-
ticular, our contributions are:

e the Privee concept that combines rule and machine
learning (ML) classification with privacy policy
crowdsourcing for seamless integration into the ex-
isting privacy regime on the Web (Section 3);

e an implementation of Privee in a Google Chrome
browser extension that interacts with privacy pol-
icy websites and the ToS;DR repository of crowd-
sourced privacy policy results (Section 4);

e a statistical analysis of our experimental results
showing that the ambiguity of privacy policies
makes them inherently difficult to understand for
both humans and automatic classifiers (Section 5);

e pointers for further research on notice-and-choice
and adaptations that extend Privee as the landscape
of privacy policy analysis changes and develops
(Section 6).
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2 Related Work

While only few previous works are directly applicable,
our study is informed by four areas of previous research:
privacy policy languages (Section 2.1), legal information
extraction (Section 2.2), privacy policy crowdsourcing
(Section 2.3), and usable privacy (Section 2.4).

2.1 Privacy Policy Languages

Initial work on automatic privacy policy analysis focused
on making privacy policies machine-readable. That way
a browser or other user agent could read the policies
and alert the user of good and bad privacy practices.
Reidenberg [67] suggested early on that Web services
should represent their policies in the Platform for Inter-
net Content Selection (PICS) format [10]. This and sim-
ilar suggestions lead to the development of P3P [29, 32],
which provided a machine-readable language for spec-
ifying privacy policies and displaying their content to
users [33]. To that end, the designers of P3P imple-
mented various end users tools, such as Privacy Bird
[30], a browser extension for Microsoft’s Internet Ex-
plorer that notifies users of the privacy practices of a Web
service whose site they visit, and Privacy Bird Search
[24], a P3P-enabled search engine that returns privacy
policy information alongside search results.

The development of P3P was complemented by var-
ious other languages and tools. Of particular relevance
was A P3P Preference Privacy Exchange Language (AP-
PEL) [31], which enabled users to express their privacy
preferences vis-a-vis Web services. APPEL was further
extended in the XPath project [14] and inspired the User
Privacy Policy (UPP) language [15] for use in social net-
works. For industry use, the Platform for Enterprise Pri-
vacy Practices (E-P3P) [47] was developed allowing ser-
vice providers to formulate, supervise, and enforce pri-
vacy policies. Similar languages and frameworks are the
Enterprise Privacy Authorization Language (EPAL) [18],
the SPARCLE Policy Workbench [22, 23], Jeeves [78],
and XACML [12]. However, despite all efforts the adop-
tion rate of P3P policies among Web services remained
low [11], and the P3P working group was closed in 2006
due to lack of industry participation [28].

Instead of creating new machine-readable privacy pol-
icy formats we believe that it is more effective to use
what is already there—privacy policies in natural lan-
guage. The reasons are threefold: First, natural language
is the de-facto standard for privacy policies on the Web,
and the P3P experience shows that there is currently no
industry-incentive to move to a different standard. Sec-
ond, U.S. governmental agencies are in strong support of
the natural language format. In particular, the FTC, the
main privacy regulator, called for more industry-efforts

to increase policy standardization and comprehensibil-
ity [38]. Another agency, the National Science Founda-
tion, awarded $3.75 million to the Usable Privacy Policy
Project [9] to explore possibilities of automatic policy
analysis. Third, natural language has stronger expressive
power compared to a privacy policy language. It allows
for industry-specific formulation of privacy practices and
accounts for the changing legal landscape over time.

2.2 Legal Information Extraction

Given our decision to make use of natural language poli-
cies, the question becomes how salient information can
be extracted from unordered policy texts. While most
works in legal information extraction relate to domains
other than privacy, they still provide some guidance. For
example, Westerhout et al. [75, 76] had success in com-
bining a rule-based classifier with an ML classifier to
identify legal definitions. In another line of work de
Maat et al. [35, 36] aimed at distinguishing statutory
provisions according to types (such as procedural rules
or appendices) and patterns (such as definitions, rights,
or penal provisions). They concluded that it was unnec-
essary to employ something more complex than a simple
pattern recognizer [35, 36]. Other tasks focused on the
extraction of information from statutory and regulatory
laws [21, 20], the detection of legal arguments [59], or
the identification of case law sections [54, 71].

To our knowledge, the only works in the privacy pol-
icy domain are those by Ammar et al. [16], Costante
et al. [26, 27], and Stamey and Rossi [70]. As part of
the Usable Privacy Policy Project [9] Ammar et al. pre-
sented a pilot study [16] with a narrow focus on clas-
sifying provisions for the disclosure of information to
law enforcement officials and users’ rights to terminate
their accounts. They concluded the feasibility of natural
language analysis in the privacy policy domain in gen-
eral. In their first work [26] Costante et al. used gen-
eral natural language processing libraries to evaluate the
suitability of rule-based identification of different types
of user information that Web services collect. Their re-
sults are promising and indicate the feasibility of rule-
based classifiers. In a second work [27] Costante et al.
selected an ML approach for assessing whether privacy
policies cover certain subject matters. Finally, Stamey
and Rossi [70] provided a program for identifying am-
biguous words in privacy policies.

The discussed works [16, 26, 27, 70] confirm the suit-
ability of rule and ML classifiers in the privacy policy do-
main. However, neither provides a comprehensive con-
cept, nor addresses, for example, how to process the poli-
cies or how to make use of crowdsourcing results. The
latter point is especially important because, as shown in
Section 5, automatic policy classification on its own is in-
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Figure 1: Privee overview. When a user requests a privacy policy analysis, the program checks whether the analysis results are available at
a crowdsourcing repository (to which crowd contributors can submit analysis results of policies). If results are available, they are returned
and displayed to the user (I. Crowdsourcing Analysis). If no results are available, the policy text is fetched from the policy website, analyzed
by automatic classifiers on the client machine, and then the analysis results are displayed to the user (II. Classifier Analysis).

herently limited. In addition, as the previous works’ pur-
pose is to generally show the viability of natural language
privacy policy analysis, they are constrained to classify-
ing one or two individual policy terms or features. As
they process each classification task separately, there was
also no need to address questions of handling multiple
classifiers or discriminating which extracted features be-
long to which classification task. Because of their limited
scope none of the previous works relieves the user from
actually reading the analyzed policy. In contrast, it is our
goal to provide users with a privacy policy summary in
lieu of the full policy. We want to condense a policy into
essential terms, make it more comprehensible, provide
guidance on the analyzed practices, and give an overall
evaluation of its privacy level.

2.3 Privacy Policy Crowdsourcing

There are various crowdsourcing repositories where
crowd contributors evaluate the content of privacy poli-
cies and submit their results into a centralized collection
for publication on the Web. Sometimes policies are also
graded. Among those repositories are ToS;DR [5], priva-
cychoice [4], TOSBack [7], and TOSBack?2 [8]. Crowd-
sourcing has the advantage that it combines the knowl-
edge of a large number of contributors, which, in prin-
ciple, can lead to much more nuanced interpretations of
ambiguous policy provisions than current automatic clas-
sifiers could provide. However, all crowdsourcing ap-
proaches suffer from a lack of participation and, conse-
quently, do not scale well. While the analysis results of
the most popular websites may be available, those for
many lesser known sites are not. In addition, some repos-
itories only provide the possibility to look up the results
on the Web without offering convenient user access, for
example, by means of a browser extension or other soft-
ware.

2.4 Usable Privacy

Whether the analysis of a privacy policy is based on
crowdsourcing or automatic classifications, in order to
notify users of the applicable privacy practices it is not
enough to analyze policy content, but rather the results
must also be presented in a comprehensible, preferably,
standardized format [60]. In this sense, usable privacy
is orthogonal to the other related areas: no matter how
the policies are analyzed, a concise, user-friendly no-
tification is always desirable. In particular, privacy la-
bels may help to succinctly display privacy practices
[48, 49, 51, 65, 66]. Also, privacy icons, such as those
proposed by PrimeLife [39, 45], KnowPrivacy [11], and
the Privacy Icons project [3], can provide visual clues to
users. However, care must be taken that the meaning of
the icons is clear to the users [45]. In any case, it should
be noted that while usability is an important element of
the Privee concept, we have not done a usability study
for our Privee extension as it is just a proof of concept.

3 The Privee Concept

Figure 1 shows a conceptual overview of Privee. Privee
makes use of automatic classifiers and complements
them with privacy policy crowdsourcing. It integrates all
components of the current Web privacy ecosystem. Pol-
icy authors write their policies in natural language and
do not need to adopt any special machine-readable pol-
icy format. While authors certainly can express the same
semantics as with P3P, which we demonstrate in Section
4.6.2, they can also go beyond and use their language
much more freely and naturally.

When a user wants to analyze a privacy policy, Privee
leverages the discriminative power of crowdsourcing. As
we will see in Section 5 that classifiers and human inter-
pretations are inherently limited by ambiguous language,
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it is especially important to resolve those ambiguities by
providing a forum for discussion and developing con-
sensus among many crowd contributors. Further, Privee
complements the crowdsourcing analysis with the ubig-
uitous applicability of rule and ML classifiers for policies
that are not yet analyzed by the crowd. Because the com-
putational requirements are low, as shown in Section 5.3,
a real time analysis is possible.

As the P3P experience showed [28] that a large frac-
tion of Web services with P3P policies misrepresented
their privacy practices, presumably in order to prevent
user agents from blocking their cookies, any privacy pol-
icy analysis software must be guarded against manipu-
lation. However, natural language approaches, such as
Privee, have an advantage over P3P and other machine-
readable languages. Because it is not clear whether P3P
policies are legally binding [69] and the FTC never took
action to enforce them [55], the misrepresentation of pri-
vacy practices in those policies is a minor risk that many
Web services are willing to take. This is true for other
machine-readable policy solutions as well. In contrast,
natural language policies can be valid contracts [1] and
are subject to the FTC’s enforcement actions against un-
fair or deceptive acts or practices (15 U.S.C. §45(a)(1)).
Thus, we believe that Web services are more likely to
ensure that their natural language policies represent their
practices accurately.

Given that natural language policies attempt to truly
reflect privacy practices, it is important that the policy
text is captured completely and without additional text,
in particular, free from advertisements on the policy web-
site. Further, while it is true that an ill-intentioned pri-
vacy policy author might try to deliberately use ambigu-
ous language to trick the classifier analysis, this strat-
egy can only go so far as ambiguous contract terms are
interpreted against the author (Restatement (Second) of
Contracts, §206) and might also cause the FTC to chal-
lenge them as unfair or deceptive. Beyond safeguarding
the classifier analysis, it is also important to prevent the
manipulation of the crowdsourcing analysis. In this re-
gard, the literature on identifying fake reviews should be
brought to bear. For example, Wu et al. [77] showed
that fake reviews can be identified by a suspicious grade
distribution and their posting time following negative re-
views. In order to ensure that the crowdsourcing analy-
sis returns the latest results the crowdsourcing repository
should also keep track of privacy policy updates.

4 The Privee Browser Extension

We implemented Privee as a proof of concept browser
extension for Google Chrome (version 35.0.1916.153).
Figure 2 shows a simplified overview of the program
flow. We wrote our Privee extension in JavaScript using

Web Scraper

Crowd-

<7 sourcing example.com
Preprocessor
Rule Classifier -
Results no and .. -
SN Training Policies
Available? Ll
Preprocessor
Training .
yes Trainer
Done?
yes
ML Classifier
> Labeler

Figure 2: Simplified program flow. After the user has started
the extension, the Web scraper obtains the text of the privacy
policy to be analyzed (example.com) as well as the current URL
(http://example.com/). The crowdsourcing preprocessor then ex-
tracts from the URL the ToS;DR identifier and checks the ToS;DR
repository for results. If results are available, they are retrieved
and forwarded to the labeler, which converts them to a label for
display to the user. However, if no results are available on ToS;DR
the policy text is analyzed. First, the rule classifier attempts a rule-
based classification. However, if that is not possible the ML prepro-
cessor prepares the ML classification. It checks if the ML classifier
is already trained. If that is the case, the policy is classified by the
ML classifier, assigned a label according to the classifications, and
the results are displayed to the user. Otherwise, a set of training
policies is analyzed by the trainer first and the program proceeds
to the ML classifier and labeler afterwards. The set of training
policies is included in the extension package and only needs to be
analyzed for the first run of the ML classifier. Thereafter, the train-
ing results are kept in persistent storage until deletion by the user.
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the jQuery library and Ajax functions for client-server
communication. While we designed our extension as an
end user tool, it can also be used for scientific or indus-
trial research, for example, in order to easily compare
different privacy policies to each other. In this Section
we describe the various stages of program execution.

4.1 Web Scraper

The user starts the Privee extension by clicking on its
icon in the Chrome toolbar. Then, the Web scraper ob-
tains the text of the privacy policy that the user wants
to analyze and retrieves the URL of the user’s current
website. While the rule and ML classifier analysis only
works from the site that contains the policy to be ana-
lyzed, the crowdsourcing analysis works on any website
whose URL contains the policy’s ToS;DR identifier.

4.2 Crowdsourcing Preprocessor

The crowdsourcing preprocessor is responsible for man-
aging the interaction with the ToS;DR repository. It re-
ceives the current URL from the Web scraper from which
it extracts the ToS;Dr identifier. It then connects to the
API of ToS;DR and checks for the availability of anal-
ysis results, that is, short descriptions of privacy prac-
tices and sometimes an overall letter grade. The results,
if any, are forwarded to the labeler and displayed to the
user. Then the extension terminates. Otherwise, the pol-
icy text, which the crowdsourcing preprocessor also re-
ceived from the Web scraper, is forwarded to the rule
classifier and ML preprocessor.

4.3 Rule Classifier and ML Preprocessor

Generally, classifiers can be based on rule or ML algo-
rithms. In our preliminary experiments we found that
for some classification categories a rule classifier worked
better, in others an ML classifier, and in others again a
combination of both [71, 76]. We will discuss our classi-
fier selection in Section 5.1 in more detail. In this Section
we will focus on the feature selection process for our rule
classifier and ML preprocessor. Both rule classification
and ML preprocessing are based on feature selection by
means of regular expressions.

Our preliminary experiments revealed that classifica-
tion performance depends strongly on feature selection.
Ammar et al. [16] discuss a similar finding. Compara-
ble to other domains [76], feature selection is particularly
useful in our case for avoiding misclassifications due to
the heavily imbalanced structure of privacy policies. For
example, in many multi-page privacy policies there is
often only one phrase that determines whether the Web
service is allowed to combine the collected information

with information from third parties to create personal
profiles of users. Especially, supervised ML classifiers
do not work well in such cases, even with undersam-
pling (removal of uninteresting examples) or oversam-
pling (duplication of interesting examples) [52]. Possi-
ble solutions to the problem are the separation of poli-
cies into different content zones and applying a classifier
only to relevant content zones [54] or—the approach we
adopted—running a classifier only on carefully selected
features.

Our extension’s feature selection process begins with
the removal of all characters from the policy text that are
not letters or whitespace and conversion of all remaining
characters to lower case. However, the positions of re-
moved punctuations are preserved because, as noted by
Biagoli et al. [19], a correct analysis of the meaning of
legal documents often depends on the position of punctu-
ation. In order to identify the features that are most char-
acteristic for a certain class we used the term frequency-
inverse document frequency (tf-idf) statistic as a proxy.
The tf-idf statistic measures how concentrated into rel-
atively few documents the occurrences of a given word
are in a document corpus [64]. Thus, words with high tf-
idf values correlate strongly with the documents in which
they appear and can be used to identify topics in that doc-
ument that are not discussed in other documents. How-
ever, instead of using individual words as features we
observed that the use of bigrams lead to better classifica-
tion performance, which was also discussed in previous
works [16, 59].

(adladvertis.*) (compan.*|network.*|provider.x*|
servin.*|serve.*|vendor.*) | (behav.*|context.x*|
network.*|parti.*|serv.*) (ad|advertis.x)

Listing 1: Simplified pseudocode of the regular expression to
identify whether a policy allows advertising tracking. For example,
the regular expression would match “contextual advertising.”

The method by which our Privee extension selects
characteristic bigrams, which usually consist of two
words, but can also consist of a word and a punctua-
tion mark, is based on regular expressions. It applies a
three-step process that encompasses both rule classifica-
tion and ML preprocessing. To give an example, for the
question whether the policy allows advertising tracking
(e.g., by ad cookies) the first step consists of trying to
match the regular expression in Listing 1, which identi-
fies bigrams that nearly always indicate that advertising
tracking is allowed. If any bigram in the policy matches,
no further analysis happens, and the policy is classified
by the rule classifier as allowing advertising tracking. If
the regular expression does not match, the second step
attempts to extract further features that can be associated
with advertising tracking (which are, however, more gen-
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eral than the previous ones). Listing 2 shows the regular
expression used for the second step.

(ad|advertis|market) (.+)|(.+) (ad|advertis]|
market)

Listing 2: Simplified pseudocode of the regular expression to
extract relevant phrases for advertising tracking. For example, the
regular expression would match ‘“no advertising.”

The second step—the ML preprocessing—is of par-
ticular importance for our analysis because it prepares
classification of the most difficult cases. It extracts the
features on which the ML classifier will run later. To that
end, it first uses the Porter stemmer [63] to reduce words
to their morphological root [19]. Such stemming has the
effect that words with common semantics are clustered
together [41]. For example, “collection,” “collected,”
and “collect” are all stemmed into “collect.” As a side
note, while stemming had some impact, we did not find
a substantial performance increase for running the ML
classifier on stemmed features compared to unstemmed
features. In the third step, if no features were extracted
in the two previous steps, the policy is classified as not
allowing advertising tracking.

4.4 Trainer

In the training stage our Privee extension checks whether
the ML classifier is already trained. If that is not the
case, a corpus of training policies is preprocessed and
analyzed. The analysis of a training policy is similar
to the analysis of a user-selected policy, except that the
extension does not check for crowdsourcing results and
only applies the second and third step of the rule classi-
fier and ML preprocessor phase. The trainer’s purpose is
to gather statistical information about the features in the
training corpus in order to prepare the classification of
the user-selected policy. It stores the training results lo-
cally in the user’s browser memory using persistent Web
storage, which is, in principle, similar to cookie storage.

4.5 Training Data

The training policies are held in a database that is in-
cluded in the extension package. The database holds a
total of 100 training policies. In order to obtain a repre-
sentative cross section of training policies, we selected
the majority of our policies randomly from the Alexa
top 500 websites for the U.S. [6] across various domains
(banking, car rental, social networking, etc.). However,
we also included a few random policies from lesser fre-
quented U.S. sites and sites from other countries that
published privacy policies in English. The trainer ac-
cesses these training policies one after another and adds

the training results successively to the client’s Web stor-
age. After all results are added the ML classifier is ready
for classification.

4.6 ML Classifier

We now describe the ML classifier design (Section 4.6.1)
and the classification categories (Section 4.6.2).

4.6.1 ML Classifier Design

In order to test the suitability of different ML algorithms
for analyzing privacy policies we performed preliminary
experiments using the Weka library [43]. Performance
for the different algorithms varied. We tested all algo-
rithms available on Weka, among others the Sequential
Minimal Optimization (SMO) algorithm with different
kernels (linear, polynomial, radial basis function), ran-
dom forest, J48 (C4.5), IBk nearest neighbor, and various
Bayesian algorithms (Bernoulli naive Bayes, multino-
mial naive Bayes, Bayes Net). Surprisingly, the Bayesian
algorithms were among the best performers. Therefore,
we implemented naive Bayes in its Bernoulli and multi-
nomial version. Because the multinomial version ulti-
mately proved to have better performance, we settled on
this algorithm.

As Manning et al. [56] observed, naive Bayes clas-
sifiers have good accuracy for many tasks and are very
efficient, especially, for high-dimensional vectors, and
they have the advantage that training and classification
can be accomplished with one pass over the data. Our
naive Bayes implementation is based on their specifica-
tion [56]. In general, naive Bayes classifiers make use of
Bayes’ theorem. The probability, P, of a document, d,
being in a category, c, is

P(cld) < P(c) ] Plule), (1

lgkgnd

where P(c) is the prior probability of a document occur-
ring in category c, ny is the number of terms in d that
are used for the classification decision, and P(#|c) is the
conditional probability of term f; occurring in a docu-
ment of category ¢ [56]. In other words, P(f|c) is inter-
preted as a measure of how much evidence #; contributes
for ¢ being the correct category [56]. The best category
to select for a document in a naive Bayes classification is
the category for which it holds that

P(tele), (2

lgkgnd

argmax P(c|d) = argmax P(c)
ceC ceC

where C is a set of categories, which, in our case, is al-
ways of size two (e.g., {ad tracking, no ad tracking}).
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The naive assumption is that the probabilities of indi-
vidual terms within a document are independent of each
other given the category [41]. However, our implemen-
tation differs from the standard implementation and tries
to alleviate the independence assumption. Instead of pro-
cessing individual words of the policies we try to capture
some context by processing bigrams.

Analyzing the content of a privacy policy requires
multiple classification decisions. For example, the clas-
sifier has to decide whether personal information can
be collected, disclosed to advertisers, retained indefi-
nitely, and so on. This type of classification is known
as multi-label classification because each analyzed doc-
ument can receive more than one label. One commonly
used approach for multi-label classification with L la-
bels consists of dividing the task into |L| binary clas-
sification tasks [74]. However, other solutions handle
multi-label data directly by extending specific learning
algorithms [74]. We found it simpler to implement the
first approach. Specifically, at execution time we create
multiple classifier instances—one for each classification
category—by running the classifier on category-specific
features extracted by the ML preprocessor.

4.6.2 Classification Categories

For which types of information should privacy policies
actually be analyzed? In answering this question, one
starting point are fair information practices [25]. An-
other one are the policies themselves. After all, while
it is true that privacy law in the U.S. generally does not
require policies to have a particular content, it can be ob-
served that all policies conventionally touch upon four
different themes: information collection, disclosure, use,
and management (management refers to the handling
of information, for example, whether information is en-
crypted). The four themes can be analyzed on different
levels of abstraction. For example, for disclosure of in-
formation, it could simply be analyzed whether informa-
tion is disclosed to outside parties in general, or it could
be investigated more specifically whether information is
disclosed to service providers, advertisers, governmental
agencies, credit bureaus, and so on.

At this point it should be noted that not all information
needs to be analyzed. In some instances privacy policies
simply repeat mandatory law without creating any new
rights or obligations. For example, a federal statute in the
U.S.—18 U.S.C. §2703(c)(1)(A) and (B)—provides that
the government can demand the disclosure of customer
information from a Web service provider after obtain-
ing a warrant or suitable court order. As this law applies
independently of a privacy policy containing an explicit
statement to that end, the provision that the provider will
disclose information to a governmental entity under the

requirements of the law can be inferred from the law it-
self. In fact, even if a privacy policy states to the contrary,
it should be assumed that such information disclosure
will occur. Furthermore, if privacy policies stay silent
on certain subject matters, default rules might apply and
fill the gaps.

Another good indicator of what information should be
classified is provided by user studies. According to one
study [30], knowing about sharing, use, and purpose of
information collection is very important to 79%, 75%,
and 74% of users, respectively. Similarly, in another
study [11] users showed concern for the types of personal
information collected, how personal information is col-
lected, behavioral profiling, and the purposes for which
the information may be used. While it was only an is-
sue of minor interest earlier [30], the question how long
a company keeps personal information about its users is
a topic of increasing importance [11]. Based on these
findings, we decided to perform six different binary clas-
sifications, that is, whether or not a policy

e allows collection of personal information from
users (Collection);

e provides encryption for information storage or
transmission (Encryption);

e allows ad tracking by means of ad cookies or other
trackers (Ad Tracking);

e restricts archiving of personal information to a lim-
ited time period (Limited Retention);

e allows the aggregation of information collected
from users with information from third parties (Pro-
filing);

e allows disclosure of personal information to adver-
tisers (Ad Disclosure).

For purposes of our analysis, where applicable, it is
assumed that the user has an account with the Web ser-
vice whose policy is analyzed and is participating in any
offered sweepstakes or the like. Thus, for example, if a
policy states that the service provider only collects per-
sonal information from registered users, the policy is an-
alyzed from the perspective of a registered user. Also,
if certain actions are dependent on the user’s consent,
opt-in, or opt-out, it is assumed that the user consented,
opted in, or did not opt out, respectively. As it was our
goal to make the analysis results intuitively comprehen-
sible to casual users, which needs to be confirmed by
user studies, we tried to avoid technical terms. In partic-
ular, the term “personal information” is identical to what
is known in the privacy community as personally identi-
fiable information (PII) (while “information” on its own
also encompasses non-PII, e.g., user agent information).
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Figure 3: Privee extension screenshot and detailed label view. The result of the privacy policy analysis is shown to the user in a pop-up.

It is noteworthy that some of the analyzed criteria cor-
respond to the semantics of the P3P Compact Specifica-
tion [2]. For example, the P3P token NOI indicates that
a Web service does not collect identified data while ALL
means that it has access to all identified data. Thus, NOI
and ALL correspond to our collection category. Also,
in P3P the token IND means that information is retained
for an indeterminate period of time, and, consequently,
is equivalently expressed when our classifier comes to
the conclusion that no limited retention exists. Further,
PSA, PSD, IVA, and IVD are tokens similar to our pro-
filing category. Generally, the correspondence between
the semantics of the P3P tokens and our categories sug-
gests that it is possible to automatically classify natural
language privacy policies to obtain the same information
that Web services would include in P3P policies without
actually requiring them to have such.

4.7 Labeler

Our extension’s labeler is responsible for creating an out-
put label. As it was shown that users casually familiar
with privacy questions were able to understand privacy
policies faster and more accurately when those policies
were presented in a standardized format [49] and that
most users had a preference for standardized labels over
full policy texts [49, 50], we created a short standard-
ized label format. Generally, a label can be structured in
one or multiple dimensions. The multidimensional ap-
proach has the advantage that it can succinctly display
different privacy practices for different types of informa-
tion. However, we chose a one-dimensional format as
such were shown to be substantially more comprehensi-
ble [51, 66].

In addition to the descriptions for the classifications,
the labeler also labels each policy with an overall let-
ter grade, which depends on the classifications. More
specifically, the grade is determined by the number of
points, p, a policy is assigned. For collection, profiling,

ad tracking, and ad disclosure a policy receives one mi-
nus point, respectively. However, for not allowing one
of these practices a policy receives one plus point. How-
ever, a policy receives a plus point for featuring limited
retention or encryption, respectively. As most policies in
the training set had zero points, we took zero points as a
mean and assigned grades as follows:

e A (above average overall privacy) if p > 1;
e B (average overall privacy) if 1 < p > —1;
o C (below average overall privacy) if p < —1.

After the points are assigned to a policy, the corre-
sponding label is displayed to the user as shown in Figure
3. As we intended to avoid confusion about the meaning
of icons [45], we used short descriptions instead. The
text in the pop-up is animated. If the user moves the
mouse over it, further information is provided. The user
can also find more detailed explanations about the cat-
egories and the grading by clicking on the blue “Learn
More” link at the bottom of the label. It should be noted
that analysis results retrieved from ToS;DR usually differ
in content from our classification results, and are, conse-
quently, displayed in a different label format.

5 Experimental Results

For our experiments we ran our Privee extension on a
test set of 50 policies. Before this test phase we trained
the ML classifier (with the 100 training policies that are
included in the extension package) and tuned it (with a
validation set of 50 policies). During the training, valida-
tion, and test phases we disabled the retrieval of crowd-
sourcing results. Consequently, our experimental results
only refer to rule and ML classification. The policies of
the test and validation sets were selected according to the
same criteria as described for the training set in Section
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Base.| Acc. | Prec. | Rec. | F-1

Overall 68% | 84% | 94% | 89% | 90%
Collection 100%| 100%| 100%| 100%| 100%
Encryption 52% | 98% | 96% | 100%| 98%
Ad Tracking 64% | 96% | 94% | 100%| 97%

L. Retention 74% | 90% | 83% | T77% | 80%

Profiling 52% | 86% | 100%| 71% | 83%

Ad Disclosure | 66% | 76% | 69% | 53% | 60%

Table 1: Privee extension performance overall and per category.
For the 300 test classifications (six classifications for each of the 50
test policies) we observed 27 misclassifications. 154 classifications
were made by the rule classifier and 146 by the ML classifier. The
rule classifier had 11 misclassifications (2 false positives and 9 false
negatives) and the ML classifier had 16 misclassifications (7 false
positives and 9 false negatives). It may be possible to decrease the
number of false negatives by adding more rules and training ex-
amples. For the ad tracking category the rule classifier had an F-1
score of 98% and the ML classifier had an F-1 score of 94%. For
the profiling category the rule classifier had an F-1 score of 100%
and the ML classifier had an F-1 score of 53%. 28 % of the policies
received a grade of A, 50% a B, and 22% a C.

4.5. In this Section we first discuss the classification per-
formance (Section 5.1), then the gold standard that we
used to measure the performance (Section 5.2), and fi-
nally the computational performance (Section 5.3).

5.1 Classification Performance

In the validation phase we experimented with different
classifier configurations for each of our six classification
tasks. For the ad tracking and profiling categories the
combination of the rule and ML classifier lead to the best
results. However, for collection, limited retention, and ad
disclosure the ML classifier on its own was preferable.
Conversely, for the encryption category the rule classifier
on its own was the best. It seems that the language used
for describing encryption practices is often very specific
making the rule classifier the first choice. Words such as
“ssI” are very distinctive identifiers for encryption pro-
visions. Other categories use more general language that
could be used in many contexts. For example, phrases re-
lated to time periods must not necessarily refer to limited
retention. For those instances the ML classifier seems to
perform better. However, if categories exhibit both spe-
cific and general language the combination of the rule
and ML classifier is preferable.

The results of our extension’s privacy policy analysis
are based on the processing of natural language. How-
ever, as natural language is often subject to different in-
terpretations, the question becomes how the results can
be verified in a meaningful way. Commonly applied met-
rics for verifying natural language classification tasks are
accuracy (Acc.), precision (Prec.), recall (Rec.), and F-1

Test | 100%
| 98%

Collection —
Training

. Test 48%
Encryption —
Training 44%

Test | 64%
| 67%

Ad Tracking

Training

L. Retenti Test 26%
. Retention Training | 29%
Profiling TesF - 48%
Training 46%
. Test 34%
Ad Disclosure -
Train. |23%

0% 25% 50% 75%

100%

Figure 4: Annotation of positive cases in percent for the 50 test
policies (blue) and the 100 training policies (white).

score (F-1). Accuracy is the fraction of classifications
that are correct [56]. Precision is the fraction of retrieved
documents that are relevant, and recall is the fraction of
relevant documents that are retrieved [56]. Precision and
recall are often combined in their harmonic mean, known
as the F-1 score [46].

In order to analyze our extension’s performance we
calculated the accuracy, precision, recall, and F-1 score
for the test policy set classifications. Table 1 shows the
overall performance and the performance for each clas-
sification category. We also calculated the baseline accu-
racy (Base.) for comparison against the actual accuracy.
The baseline accuracy for each category was determined
by always selecting the classification corresponding to
the annotation that occurred the most in the training set
annotations, which we report in Figure 4. The baseline
accuracy for the overall performance is the mean of the
category baseline accuracies. Because the classification
of privacy policies is a multi-label classification task, as
described in Section 4.6.1, we calculated the overall re-
sults based on the method for measuring multi-label clas-
sifications given by Godbole and Sarawagi [42]. Accord-
ing to their method, for each document, d; in set D, let
t; be the true set of labels and s; be the predicted set of
labels. Then we obtain the means by

D] |t N

Acc(D , 3)
T Dl Z’ e Usl
1 oo [tiNs)]
Prec(D) = — : ) “
PR ey
o] [t N
Rec s 5)
= Z
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From Table 1 it can be observed that the accuracies
are at least as good as the corresponding baseline accu-
racies. For example, in the case of limited retention the
baseline classifies all policies as not providing for limited
retention because, as show in Figure 4, only 29% of the
training policies were annotated as having a limited re-
tention period, which would lead to a less accurate clas-
sification of 74% in the test set compared to the actual
accuracy of 90%. For the collection category it should
be noted that there is a strong bias because nearly ev-
ery policy allows the collection of personal information.
However, in our validation set we had two policies that
did not allow this practice, but still were correctly clas-
sified by our extension. Generally, our F-1 performance
results fall squarely within the range reported in the ear-
lier works. For identifying law enforcement disclosures
Ammar et Al. [16] achieved an F-1 score of 76% and
Costante et al. reported a score of 83% for recognizing
types of collected information [26] and 92% for identi-
fying topics discussed in privacy policies [27].

In order to investigate the reasons behind our exten-
sion’s performance we used two binary logistic regres-
sion models. Binary logistic regression is a statistical
method for evaluating the dependence of a binary vari-
able (the dependent variable) on one or more other vari-
ables (the independent variable(s)). In our first model
each of the 50 test policies was represented by one data
point with the dependent variable identifying whether it
had any misclassification and the independent variables
identifying (1) the policy’s length in words, (2) its mean
Semantic Diversity (SemD) value [44], and (3) whether
there was any disagreement among the annotators in an-
notating the policy (Disag.). In our second model we
represented each of 185 individual test classifications by
one data point with the dependent variable identifying
whether it was a misclassification and the independent
variables identifying (1) the length (in words) of the text
that the rule classifier or ML preprocessor extracted for
the classification, (2) the text’s mean SemD value, and
(3) whether there was annotator disagreement on the an-
notation corresponding to the classification.

Hoffman et al.’s [44] SemD value is an ambiguity mea-
sure for words based on latent semantic analysis, that is,
the similarity of contexts in which words are used. It
can range from O (highly unambiguous) to 2.5 (highly
ambiguous). We represented the semantic diversity of a
document (i.e., a policy or extracted text) by the mean
SemD value of its words. However, as Hoffman et al.
only provide SemD values for words on which they had
sufficient analytical data (31,739 different words in to-
tal), some words could not be taken into account for cal-
culating a document’s mean SemD value. Thus, in order

(6)

to avoid skewing of mean SemD values in our models,
we only considered documents that had SemD values for
at least 80% of their words. In our first model all test
policies were above this threshold. However, in our sec-
ond model we excluded some of the 300 classifications.
Particularly, all encryption classifications were excluded
because words, such as “encryption” and “ssl” occurred
often and had no SemD value. Also, in the second model
the mean SemD value of an extracted text was calculated
after stemming its words with the Porter stemmer and
obtaining the SemD values for the resulting word stems
(while the SemD value of each word stem was calculated
from the mean SemD value of all words that have the re-
spective word stem).

Per Policy Length SemD Disag.
Mean 2873.4 2.08 0.6
Significance (P) 0.64 0.74 0.34
Odds Ratio (Z) 1.15 1.11 0.54
95% Confidence 0.64- 0.61- 0.16-
Interval (Z) 2.08 2.01 1.89

Table 2: Results of the first logistic regression model. The Nagelk-
erke pseudo R is 0.03 and the Hosmer and Lemeshow value 0.13.

Per Extr. Text Length SemD Disag.
Mean 37.38 1.87 0.17
Significance (P) 0.22 0.02 0.81
Odds Ratio (Z) 0.58 2.07 0.86
95% Confidence 0.24- 1.12- 0.25-
Interval (Z) 1.38 3.81 2.97

Table 3: Results of the second logistic regression model. The
Nagelkerke pseudo R? is 0.11 and the Hosmer and Lemeshow value
0.051.
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Figure 5: Mean SemD value distribution for the 185 extracted
texts. The standard deviation is 0.17.

For our first model the results of our analysis are
shown in Table 2 and for our second model in Table 3.
Figure 5 shows the distribution of mean SemD values
for the extracted texts in our second model. Using the
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Wald test, we evaluated the relationship between an in-
dependent variable and the dependent variable through
the P value relating to the coefficient of that independent
variable. If the P value is less than 0.05, we reject the
null hypothesis, i.e., that that coefficient is zero. Look-
ing at our results, it is noteworthy that both models do
not reveal a statistically relevant correlation between the
annotator disagreements and misclassifications. Thus, a
document with a disagreement did not have a higher like-
lihood of being misclassified than one without. However,
it is striking that the second model has a P value of 0.02
for the SemD variable. Standardizing our data points into
Z scores and calculating the odds ratios it becomes clear
that an increase of the mean SemD value in an extracted
text by 0.17 (one standard deviation) increased the like-
lihood of a misclassification by 2.07 times (odds ratio).
Consequently, our second model shows that the ambigu-
ity of text in privacy policies, as measured by semantic
diversity, has statistical significance for whether a classi-
fication decision is more likely to succeed or fail.

Besides evaluating the statistical significance of indi-
vidual variables, we also assessed the overall model fit.
While the goodness of fit of linear regression models is
usually evaluated based on the R? value, which measures
the square of the sample correlation coefficient between
the actual values of the dependent variable and the pre-
dicted values (in other words, the R? value can be un-
derstood as the proportion of the variance in a depen-
dent variable attributable to the variance in the indepen-
dent variable), there is no consensus for measuring the fit
of binary logistic regression models. Various pseudo R?
metrics are discussed. We used the Nagelkerke pseudo
R? because it can range from 0 to 1 allowing an easy
comparison to the regular R (which, however, has to ac-
count for the fact that the Nagelkerke pseudo R? is of-
ten substantially lower than the regular R?). While the
Nagelkerke pseudo R? of 0.03 for our first model indi-
cates a poor fit, the value of 0.11 for our second model
can be interpreted as moderate. Further, the Hosmer and
Lemeshow test, whose values were over 0.05 for both of
our models, demonstrates the model fit as well.

In addition to the experiments just discussed, we also
evaluated our models with further independent variables.
Specifically, we evaluated our first model with the pol-
icy publication year, the second model with the ex-
tracted texts’ mean tf-idf values, and both models with
Flesch-Kincaid readability scores as independent vari-
ables. Also, using only ML classifications we evaluated
our second model with the number of available training
examples as independent variable. Only for the latter we
found statistical significance at the 0.05 level. The num-
ber of training examples correlated to ML classification
performance, which confirms Ammar et al.’s respective
conjecture [16]. The more training examples the ML

classifier had, the less likely a misclassification became.

5.2 Inter-annotator Agreement

Having discussed the classification performance, we now
turn to the gold standard that we used to measure that
performance. For our performance results to be reliable
our gold standard must be reliable. One way of pro-
ducing a gold standard for privacy policies is to ask the
providers whose policies are analyzed to explain their
meaning [11]. However, this approach should not be
used, at least in the U.S., because the Restatement of
Contracts provides that a contract term is generally given
the meaning that all parties associate with it (Restate-
ment (Second) of Contracts, §201). Consequently, poli-
cies should be interpreted from the perspective of both
the provider and user. The interpretation would evaluate
whether their perspectives lead to identical meanings or,
if that is not the case, which one should prevail under
applicable principles of legal interpretation. In addition,
since technical terms are generally given technical mean-
ing (Restatement (Second) of Contracts, §202(3)(b)), it
would be advantageous if the interpretation is performed
by annotators familiar with the terminology commonly
used in privacy policies. The higher the number of anno-
tations on which the annotators agree, that is, the higher
the inter-annotator agreement, the more reliable the gold
standard will be.

Because the annotation of a large number of docu-
ments can be very laborious, it is sufficient under current
best practices for producing a gold standard to measure
inter-annotator agreement only on a data sample [62],
such that it can be inferred that the annotation of the re-
mainder documents is reliable as well. Following this
practice, we only measured the inter-annotator agree-
ment for our test set, which would then provide an indi-
cator for the reliability of our training and validation set
annotation as well. To that end, one author annotated all
policies and additional annotations were obtained for the
test policies from two other annotators. All annotators
worked independently from each other. As the author
who annotated the policies studied law and has exper-
tise in privacy law and the two other annotators were law
students with training in privacy law, all annotators were
considered equally qualified, and the annotations for the
gold standard were selected according to majority vote
(i.e., at least two annotators agreed). After the annota-
tions of the test policies were made, we ran our extension
on these policies and compared its classifications to the
annotations, which gave us the results in Table 1.

The reliability of our gold standard depends on the de-
gree to which the annotators agreed on the annotations.
There are various measures for inter-annotator agree-
ment. One basic measure is the count of disagreements.
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Table 4: Inter-annotator agreement for the 50 test policies. The
values for Krippendorff’s o and Fleiss’ k are identical.

Per Policy Length SemD | Flesch-K.
Mean 2873.4 2.08 14.53
Significance (P) 0.2 0.11 0.76
Odds Ratio (Z) 1.65 1.87 1.12
95% Confidence 0.78- 0.87-4 0.55-
Interval (Z) 3.52 2.29

Table 5: Results of the third logistic regression model. The Nagelk-
erke pseudo R is 0.19 and the Hosmer and Lemeshow value 0.52.

Another one is the percentage of agreement (% Ag.),
which is the fraction of documents on which the anno-
tators agree [17]. However, disagreement count and per-
centage of agreement have the disadvantage that they do
not account for chance agreement. In this regard, chance-
corrected measures, such as Krippendorff’s a (K.’s )
[53] and Fleiss’ k (F’s k) [40] are superior. For Krip-
pendorff’s o and Fleiss’ k the possible values are con-
strained to the interval [—1;1], where 1 means perfect
agreement, —1 means perfect disagreement, and 0 means
that agreement is equal to chance [37]. Generally, values
above 0.8 are considered as good agreement, values be-
tween 0.67 and 0.8 as fair agreement, and values below
0.67 as dubious [56]. However, those ranges are only
guidelines [17]. Particularly, ML algorithms can tolerate
data with lower reliability as long as the disagreement
looks like random noise [68].

Based on the best practices and guidelines for inter-
preting inter-annotator agreement measurements, our re-
sults in Table 4 confirm the general reliability of our an-
notations and, consequently, of our gold standard. For
every individual category, except for the ad disclosure
category, we obtained Krippendorff’s a values indicat-
ing fair or good agreement. In addition, the overall mean
agreement across categories is 0.77, and, therefore, pro-
vides evidence for fair overall agreement as well. For the
overall agreement it should be noted that, corresponding
to the multi-label classification task, the annotation of
privacy policies is a multi-label annotation task as well.
However, there are only very few multi-label annotation

Disag. | % Ag. | K’s a/F’s k Per Section Length SemD | Flesch-K.

Overall 8.12 84 % 0.77 Mean 306.76 2.08 15.59
Collection 0 100% 1 Significance (P) 0.29 0.04 0.49
Encryption 6 88% 0.84 QOdds Ratio (Z) 1.18 1.51 0.86

Ad Tracking 7 86% 0.8 95% Confidence 0.87- 1.02- 0.56-

L. Retention 9 82% 0.68 Interval (Z) 1.6 2.22 1.32
Profiling 11 78% 0.71

Ad Disclosure 16 68% 0.56 Table 6: Results of the fourth logistic regression model. The

Nagelkerke pseudo R? is 0.05 and the Hosmer and Lemeshow value
0.83.
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Figure 6: Mean SemD value distribution for the 240 policy sections.
The standard deviation is 0.03.

metrics, such as Passonneau’s Measuring Agreement on
Set-valued Items (MASI) [61]. As none of the metrics
were suitable for our purposes, we selected as overall
metric the mean over the results of the individual clas-
sification categories.

We investigated our inter-annotator agreement results
by applying a third and fourth binary logistic regression
model. In our third model each of the 50 test policies
was represented by one data point with the dependent
variable identifying whether the annotators had any dis-
agreement in annotating the policy and the independent
variables identifying (1) the policy’s length in words, (2)
its mean SemD value, and (3) its Flesch-Kincaid score.
In our fourth model we represented each of 240 indi-
vidual annotations by one data point with the dependent
variable identifying whether the annotators disagreed for
that annotation and the independent variables identifying
(1) the length (in words) of the policy text section that the
annotation is referring to, (2) the section’s mean SemD
value, and (3) its Flesch-Kincaid score. For the fourth
model we excluded some of the 300 annotations because
not every policy had a section for each category. For
example, some policies did not discuss advertisement or
disclosure of information. The Flesch-Kincaid readabil-
ity score measures the number of school years an average
reader would need to understand a text.

For our third and fourth model the results of our anal-
ysis are shown in Table 5 and 6, respectively. Figure
6 shows the distribution of mean SemD values for the
policy sections in our fourth model. Both models were
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significant, as indicated by their Nagelkerke and Hosmer
and Lemeshow values. Our results confirm that the read-
ability of policies, as measured by the Flesch-Kincaid
score, does not impact their comprehensibility [58]. In
our third model we were unable to identify any statisti-
cally relevant variables (although, semantic diversity and
length may be statistically significant in a larger data set).
However, our fourth model proved to be more meaning-
ful. Remarkably, corresponding to our finding in Section
5.1, according to which classifier performance correlates
to semantic diversity, the statistically relevant P value of
0.04 for the mean SemD variable also indicates a corre-
lation of inter-annotator agreement to semantic diversity.
Standardizing our data points into Z scores and calculat-
ing the odds ratios it becomes clear that an increase of
the mean SemD value of a section by 0.03 (one standard
deviation) increased the likelihood of a disagreement by
1.51 times (odds ratio). It is astounding that even qual-
ified annotators trained in privacy law had difficulties to
avoid disagreements when semantic diversity increased
to slightly above-mean levels.

While neither our first nor our second model in Sec-
tion 5.1 showed a correlation between inter-annotator
agreement and classifier performance, the results for our
second and fourth model demonstrate that performance
and agreement both correlate to one common variable—
semantic diversity. More specifically, performance cor-
relates to the semantic diversity of extracted text phrases
and agreement correlates to the semantic diversity of
policy sections. This result suggests, for example, that
the relatively high number of misclassifications and dis-
agreements in the ad disclosure category is inherent in
the nature of the category. Indeed, in cases of fuzzy cat-
egories disagreements among annotators do not neces-
sarily reflect a quality problem of the gold standard, but
rather a structural property of the annotation task, which
can serve as an important source of empirical informa-
tion about the structural properties of the investigated
category [13]. Thus, it is no surprise that for all six cate-
gories the values of Krippendorff’s « correlate to the F-1
scores. The higher the value of Krippendorff’s ¢, the
higher the F-1 score. Figure 7 shows the correlation.

As both classifier performance and inter-annotator
agreement decrease with an increase in semantic diver-
sity, the practicability of the notice-and-choice principle
becomes questionable. After all, privacy policies can
only provide adequate notice (and choice) if they are not
too ambiguous. In order to further examine policy am-
biguity we calculated the mean SemD value for our test
policies over time. Our test set analysis exhibited a statis-
tically significant trend of decreasing semantic diversity
with a P value of 0.049. Figure 8 illustrates our approach.
We can think of two explanations for the decrease over
time. First, it could be a consequence of the FTC’s en-
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Figure 7: Linear regression plot with the F-1 score as dependent
variable and Krippendorff’s o as independent variable. The co-
ordinate labels identify the categories: AD = Ad Disclosure, LR =
Limited Retention, P = Profiling, AT = Ad Tracking, E = Encryp-
tion, and C = Collection. With an R? value of 0.83 the model has an
excellent fit, which, however, should be interpreted in light of the
small number of data points.
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Figure 8: Linear regression plot for Symantec’s privacy policy
(which was part of our test set) with the mean SemD value of a
policy version as dependent variable and the policy version num-
ber as independent variable. The first version of Symantec’s policy
[73] dates back to August 5, 1999, and the eleventh version [72] was
adopted on August 12, 2013. The mean SemD value of Symantec’s
privacy policy decreased from 2.1 in the first version to 2.06 in the
eleventh version as shown. We observed a similar decrease for 29
out of 44 test policies (6 of the test policies were only available in
a single version and, therefore, could not be included in our analy-
sis. However, for the 44 included policies we obtained on average 8
different versions over time.).

forcement actions and its call for policies to “be clearer,
shorter, and more standardized” [38]. Second, we might
be in the midst of a consolidation process leading to more
standardized policy language. As de Maat et al [34] ob-
served, drafters of legal documents tend to use language
that adheres to writing conventions of earlier texts and
similar statements. Independent of the reason, our result
suggests that the notice-and-choice principle can over-
come the problem of ambiguity over time.

5.3 Computational Performance

We finish the discussion of our experimental results with
our extension’s computational performance. We report
the mean duration in seconds for obtaining analysis re-
sults for each of 50 randomly selected policies from
ToS;DR (Crowdsourcing), processing each of the 50 test
policies (Classifier), and processing each of the 50 test
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Per Policy | Crowdsourcing | Classifier | Training

Mean 0.39 sec 0.78 sec | 20.29 sec

Table 7: Computational performance of the Privee extension. The
performance was evaluated on a Windows laptop with Intel Core2
Duo CPU at 2.13 GHz with 4 GB RAM. The space requirements
for the installation on the hard disk are 2.11 MB (including 1.7 MB
of training data and 286 KB for the jQuery library) and additional
230 KB during the program execution for storing training results.

policies each with initial training (Training) in Table 7.
Notably, retrieving policy results from ToS;DR is twice
as fast as analyzing a policy with our classifiers.

6 Conclusion

We introduced Privee—a novel concept for analyzing
natural language privacy policies based on crowdsourc-
ing and automatic classification techniques. We im-
plemented Privee in a proof of concept browser exten-
sion for Google Chrome, and our automatic classifiers
achieved an overall F-1 score of 90%. Our experimental
results revealed that the automatic classification of pri-
vacy policies encounters the same constraint as human
interpretation—the ambiguity of natural language, as
measured by semantic diversity. Such ambiguity seems
to present an inherent limitation of what automatic pri-
vacy policy analysis can accomplish. Thus, on a more
fundamental level, the viability of the notice-and-choice
principle might be called into question altogether. How-
ever, based on the decrease of policy ambiguity over time
we would caution to draw such conclusion. We remain
optimistic that the current notice-and-choice ecosystem
is workable and can be successfully supplemented by
Privee.

The most important task for making the notice-and-
choice principle work is to decrease policy ambiguity.
However, other areas require work as well: What are the
types of information that policies should be analyzed for?
What is the most usable design? What are the best fea-
tures and algorithms? Are more intricate ML or natural
language processing algorithms better at resolving am-
biguities? What is the ideal size and composition of the
training set? How can the interaction between the classi-
fier and crowdsourcing analysis be improved? In partic-
ular, how can a program connect to many crowdsourcing
repositories, and, possibly, decide which analysis is the
best? Can crowdsourced policy results be used by the
classifiers as training data? How can it be assured that the
crowdsourcing results are always up to date? How can
the quality and consistency of crowdsourcing and ML
analyses be guaranteed? And, finally, what solutions are
viable for different legal systems and the mobile world?
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